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1. MACIHOPT IPOI'PAMMBI YYEBHOU JUCHUIIIINHBI
MJIK.01.01 KoMnploTepHbIE CeTH

1.1. O6sacTh NpUMeHeHHUsI TPOrPaAMMBbI

PaGouas mporpamMMa y4eOHOW MUCIUILIMHBI SBJSETCS YacThI0 00pa30BaTENbHON MPOTPaMMBbI B
coorBerctBuH ¢ @DOI'OC 1o cmemmaneHOCTH (09.02.06 — CeTeBOoe M CHCTEMHOE
aMUHUCTPUPOBAHHUE.

Pabouast mporpamMmma ydeOHOW MUCHIUILIMHBI MOXET OBITH HCIOJB30BaHa B JIOTIOJHUTEIHLHOM
npodeccnoHanbHOM  00pa3oBaHWU (B MpOrpaMMax  MOBBIMICHUS  KBamupUKAUU U
MEePENOArOTOBKM) M MPO(HEeCCHOHATBLHON MOTOTOBKE TI0 CMEKHBIM CIEITUATBHOCTSIM.

1.2. MecTO IUCUMILUIMHBI B CTPYKTYPe OCHOBHOM NMpodecCHOHAJIBbHOI 00pa3oBaTeIbLHOM
NpPOrpaMMblI:
Mudp nucuumiunel no yuebnomy miany: MJIK.01.01.
JlucuumimHa SBJISETCSl 4acThio mnpodeccuoHansbHoro monyis IIM.01 yuebGHoro mimana mo
cnenuanbHocTH CIIO 09.02.06 — CeTreBoe m cucteMHOe aaMUHUCTpHUpoBaHue. HampasiieHa Ha
dbopMupoBaHue cienyrommx odmmx u npodeccuonansubix komnerenuuii: OK 1, OK 2, OK 3,
OK4,0K5,0K6,0K7,0K8,0K9, 0K 10,0K 11, IIK 1.1, [IK 1.2, I1K 1.3, TIK 1.4, IIK 1.5.
1.3. Llesan u 3axa4y JUCHUILIHHBI — TPeOOBAHUSA K Pe3yJ1bTATAM OCBOCHHS COACPKAHUSA
AUCHHUILIMHBI

C umenplo OBJaJEHHUs YKa3aHHBIM  BHJIOM  TNPO(EeCCHOHAIBHOW  JIeATETBbHOCTH |
COOTBETCTBYIOIIMMHU MPO(PECcCCHOHATIBHBIMI KOMIETEHIUSIMH OOYYaIOUIUIiCsl B X0Jie€ OCBOCHMS
MJIK.01.01 nomxeH:
yMeThb:
IIPOEKTUPOBATH JIOKAJIBHYIO CETh;
BbIOMpATH CETEBbBIE TOIMOJIOTHH;
paccYUTHIBATh OCHOBHBIE ITApaMeTpPhl IOKAJIbHON CETH;
YUTATh TEXHUYECKYIO U MPOCKTHYIO TOKYMEHTAIUIO [0 OPraHu3allii CETMEHTOB CETH;
MIPUMEHSTH aJITOPUTMBI ITOMCKa KpaTyailiiero myTH;
IUTAHUPOBATh CTPYKTYPY CETH C MOMOIIbIO Tpada C ONTUMAIbHBIM PACOI0KEHUEM Y3JI0B;
UCTOJIb30BaTh MaTeMaTUYECKHH anmapaT TeopuH rpados;
KOHTPOJIMPOBATh COOTBETCTBUE Pa3padaThIBAEMOT0 POEKTa TEXHUUECKOW JOKYMEHTAIUH;
HactpauBath npoTokos TCP/IP 1 ucnonb30BaTh BCTPOSHHBIE YTHIIUTHI ONEPAUOHHON CUCTEMBI
JUTSI TUarHOCTHKU PabOTOCTIOCOOHOCTH CETH;
UCIOJIb30BaTh MHOTO(YHKIIMOHAIbHbIE TPUOOPHI U MPOrPAMMHBIE CPEICTBA MOHUTOPUHTA;
MIPOrpaMMHO-aIapaTHbIe CPEACTBA TEXHUUECKOTO KOHTPOJIS;
UCIOJIb30BaTh TEXHUYECKYIO JIUTEPATYPy U HH()OPMAIIMOHHO-CIPABOYHBIE CUCTEMBI JIJIs1 3aMEHBI
(TIoucKa aHaJIOTOB) YCTapeBIIero 000PyI0BaHNUS;
3HATh:
oO111e MPUHIIMUIIBI TOCTPOEHUS CeTEeH;
CETEBBIE TOIOJIOTHN;
MHOTOYpOBHEBYIO Mojesb OSI;
TpeOOBaHUS K KOMITBIOTEPHBIM CETSIM;
aApPXUTEKTYPY MPOTOKOJIOB;
CTaHJApPTU3ALMIO CETEN;
3Tarnbl IPOEKTUPOBAHUS CETEBOM HH(PACTPYKTYPHI;



TpeOOBaHUS K CETEBOU OE30MacCHOCTH;

OpraHM3alMIo padoT MO BBOIY B IKCITyaTallMI0 0OBEKTOB U CETMEHTOB KOMITBIOTEPHBIX CETEH;
BEPOSATHOCTHBIE U CTOXACTHUECKHUE MPOLIECCHI, 3JIEMEHTHI TEOPUU MACCOBOTO OOCITY>KUBAHMS,
OCHOBHBIE COOTHOILIEHUSI TEOPUH OUYepesieil, OCHOBHBIE MOHATHS Teopuu rpados;

JITOPUTMBI IOUCKA KpaTYalIlero myTy;

OCHOBHBIE ITPOOJIEMBI CHHTE3a rpadoB aTak;

IIOCTPOEHHUE aJ€KBaTHOW MOJIENN;

CUCTEMBI TOIOJIOTHYECKOT0 aHaJIN3a 3alUIEHHOCTH KOMITBIOTEPHOM CETH;

apXHUTEKTypy CKaHepa 0€30IacHOCTH;

AKCIIEPTHBIE CUCTEMBI;

6a30BbIe IPOTOKOJIBI ¥ TEXHOJIOTMHU JIOKAIBbHBIX CETEH;

MIPUHIIUIIBI TOCTPOEHUS BBICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEeH;

OCHOBBI MIPOEKTUPOBAHMS JIOKAJILHBIX CETeH, OECIPOBO/HBIC JIOKATLHBIE CETH;

CTaHJIapThI Kabesel, OCHOBHBIE BU/Ibl KOMMYHHUKAIIUOHHBIX YCTPOUCTB, TEPMHUHBI, TOHSTHSI,
CTaHAAPTHI ¥ TUTIOBBIE AJIEMEHTHI CTPYKTYPUPOBAaHHOM KaOeIbHOM CUCTEMbI: MOHTAX,
TECTUPOBAHHUE;

CpEICTBa TECTUPOBAHNUS U aHAJIN3A;

MIPOrpaMMHO-aIapaTHbIe CPEACTBA TEXHUUECKOTO KOHTPOJIS;

OCHOBBI TUaTHOCTHUKH JKECTKUX JHUCKOB;

OCHOBBI U MOPSAZIOK pe3epBHOro konuposanust uHpopmanuu, RAID TexHonoruu, xpanuiuiia
JTAaHHBIX.

HMeThb NPAKTUYECKUH ONbIT:

IIPOEKTUPOBAHUS APXUTEKTYPbI JIOKAIBHON CETH B COOTBETCTBUU C IIOCTaBJICHHOM 3a7auei;
YCTaHOBKH U HACTPOIKHU CETEBBIX MPOTOKOJIOB U CETEBOT0 000PYOBaHUS B COOTBETCTBUU C
KOHKPETHOH 3a/1auen;

BbIOOPA TEXHOJIOTHH, HHCTPYMEHTAJIBHBIX CPEJICTB IIPU OpraHU3aI|H MPoIlecca UCCIIEOBAHUS
00BEKTOB CETEBOM MHPPACTPYKTYPHI;

oOecrieueHus EeTOCTHOCTH PE3EPBUPOBAHUS HHPOPMAIIUU, UCTIONB30BaHUsA VPN;

YCTAHOBKH U OOHOBJICHHUSI CETEBOT0 NMPOrPAMMHOT0 00€CIICUeHUS;

MOHHUTOPHHIA MPOU3BOAUTEIHLHOCTH CEpBEpPa U MPOTOKOJIUPOBAHUS CUCTEMHBIX U CETEBBIX
COOBITHIA;

MCIOJIb30BaHUS CHEIHAILHOTO MPOrpaMMHOI0 00ecriedeH s sl MOAEeIMPOBAHNUS,
IIPOEKTUPOBAHUS U TECTUPOBAHUS KOMIIBIOTEPHBIX CETEM;

o(opMIIeHUSI TEXHUYECKOW TOKYMEHTAIUU;

[Tporecc n3yueHust JUCUMIUIMHBI HAlIpaBJeH Ha (JOPMUPOBAHUE FIEMEHTOB CIIEAYIOLINX
koMmneTeHuii B coorBeTctBuU ¢ GI'OC CIIO u OIIOII CIIO mo naHHOH CIIeUaIbHOCTH:

a) oommx (OK):

OK 1. BriGupats criocoObl peeHus 3a1a4 npodeccnoHanbHON JesITeNbHOCTH, TPUMEHUTENBHO
K pa3JIMYHbIM KOHTEKCTaM.

OK 2. OcymiecTBisiTh MOWCK, aHAIM3 W HMHTEpHpeTanui HHpOpManuu, HEOOXOAUMOM IS
BBITIOJIHEHHS 33]1a4 TPO(PECCUOHATIBHOM 1A TeTbHOCTH.

OK 3. IlmanupoBaTh U pealii30BbIBaTh COOCTBEHHOE MNPO(PECCHOHAIBHOE U JIMYHOCTHOE
pa3BUTHE.

OK 4. Pabortath B KOJUIEKTUBE U KOMaHze, 3()()eKTHBHO B3aMMOJEHCTBOBATh C KOJUIETaMH,
PYKOBOJICTBOM, KJIMEHTAMHU.

OK 5. OcyiecTBisTh YCTHYIO M NMUCbMEHHYIO KOMMYHMKAIMIO Ha FOCYJapCTBEHHOM S3BIKE C
y4eTOM 0COOEHHOCTEN COLMAIBHOTO U KYJIbTYPHOTO KOHTEKCTA.

OK 6. IlposBasaTh rpakJaHCKO-NATPUOTHYECKYIO IO3HILHI0, JEMOHCTPUPOBATH OCO3HAHHOE
MOBE/ICHHE Ha OCHOBE TPAJAMIIMOHHBIX OOIEYEIOBEUYECKUX IIEHHOCTEH, MPUMEHSATh CTaHIapThl
AHTUKOPPYILIMOHHOTO NIOBE/ICHUS.



OK 7. CopmelicTBOBaTh COXpPaHEHUIO OKpYXarolleil cpensl, pecypcocOepexennto, 3pPpeKTuBHO
JEHCTBOBATh B UPE3BBIYANHBIX CUTyalUsX.

OK 8. Hcnonb30BaTh cpencTBa PU3MUECKON KyJIbTYpHI U1l COXPAHEHHUS U YKPEIUICHHS 310POBbs
B Ipouecce NpodhecCHOHATbHOW JEATENbHOCTH M MOJJAEPKaHUS HEO0OXOIUMOro YpPOBHS
(u3MUecKoil MoArOTOBICHHOCTH.

OK 9. Ucnonb3oBath HHGOPMALIMOHHBIE TEXHOJIOTUU B IPO(ECCUOHATILHON e TENbHOCTH.

OK 10. Ilonb3oBarbcsi mpodecCHOHATbHON JOKyMEHTAllMeld Ha TOCYJapCTBEHHOM U
MHOCTPAHHOM $I3bIKaX.

OK 11. Hcnonb3oBaTh 3HaHUS 1O  (UHAHCOBOM  TIPaMOTHOCTH,  IUJIAHUPOBATh
MPEANPUHUMATEIIbCKYIO ACATEIPHOCTD B MPO(heCcCHuOHATBHOU cdepe.

6) npogeccnonanbubix (IIK):

1K 1.1. BBIMONHATS NPOEKTHPOBAaHNE KAOCIBbHOW CTPYKTYPbI KOMITBIOTEPHOM CETH.

I1K 1.2. OcyuiecTBiasTh BEIOOP TEXHOIOTHH, HHCTPYMEHTAIBHBIX CPEJCTB U CPEACTB
BBIUUCIIUTEILHON TEXHUKH MIPH OpTaHU3allMH Mpoliecca pa3paboTKU U UCCIIEI0BAaHUS 0OBEKTOB
npodeccuoHaNbHOM e TEIbHOCTH.

1K 1.3. ObecnieunBaTh 3aUTY HHPOPMALIMHU B CETH C UCIIOIB30BaHUEM ITPOrPaMMHO-
anmapaTHbIX CPEJICTB.

IIK 1.4. IlpuHuMaTh yyacTHe B IPUEMO-CAATOUYHBIX UCIIBITAHUAX KOMIIBIOTEPHBIX CETEH U
CeTeBOro 000PYAOBaHUS PA3IMYHOTO YPOBHS U B OLIEHKE KaueCcTBa U SKOHOMHUYECKON

3G PEKTUBHOCTH CETEBON TOMOJIOTHH.

[IK 1.5. Beinoassts TpeOoBaHUS HOPMATUBHO-TEXHUYECKOM TOKyMEHTAllUU, UMETh OIBIT
oopMiIeHUs TPOEKTHOM TOKYMEHTAIUH.

1.4. PexomeHayeMoe KOJMYeCTBO YaCOB HA OCBOEHHE MPOTrPAMMBbI IMCHUTIMHBI:
MaKCcHUMaJbHOU yueOHOU Harpy3ku oOydaromierocs 160 yacos, B TOM yucIe:
00s13aTeNbHON ayJTUTOPHON yueOHOM Harpy3ku odydaromerocs 128 yacos;
CaMOCTOATENLHOM paboThI 0OyuUatomerocs 24 Jaca.
Koncynpranus 2 gaca.



2. CTPYKTYPA U COAEP)KAHUE YYEGHOU JUCHUTLJIAHBI
2.1. O6beM yueOHOI JMCHUITIMHBI M BH/IbI Y4eOHOMH padoThl

Bun yue6Hoii paGoThI

O0BeM yacoB

MaxkcuMaJibHasi ydeOHasi HAarpy3Ka (Bcero) 160
Oos3aTenbHasi ayIUTOPHAs yuyeOHas HArpy3Ka (Bcero) 128
B TOM YHCIIE!

JIEKLIMOHHBIE 3aHSITUSI 64
J1a00paTOPHBIC 3aHATHUS 64
MIPAKTUICCKUE 3aHATHS -
KOHTPOJIBHBIE pabOTHI -
KypcoBas pabora (poeKT) (eciu MpeyCMOTPEHO) -
KOHCYJIbTallUsl 4
CamocrosiTesibHAasi pa6oTa o0y4yawmuierocsi (Bcero) 24
B TOM YHCIIE:

Cucremarnueckass mnpopabOTKa KOHCIIEKTOB 3aHATHH, yd4eOHOH M CHENMaTbHOM TEXHHYECKOH 8
murepatypel (o BompocaM K maparpadamM, TIjaBaM Y4eOHBIX IOCOOMH, COCTaBJICHHBIM
IIpernoiaBaTesieM).

KoHcnekTupoBanue TekcTa, pabdoOTa cO CIOBapsIMH M CIIPABOYHHKAMH, O3HAKOMIICHHE C 8
HOPMATHBHBIMH  [TOKYMEHTaMH, yd4eOHO-HCCIleioBaTelbCcKas padoTra TMpH CaMOM  IIHPOKOM
ucnoab3oBanuu Murtepnera u npyrux I'T-rexnonoruit

IMoaroroBka Kk saboOpaTOpHBIM ¥ MNPAKTHYECKUM padOTaM C WCIOJIb30BAHHEM METOANYECKHX 8
peKOMeHAanui TpernojaBareis, OQOpMIIEHHE JIA0OPaTOPHO-NPAKTHYECKHX padoT, OTYETOB U
MIOJI'OTOBKA K MX 3aIUTE.

IIpomexxyTouHas arTectaius B popMe: 3k3aMeH B 3 cemecTpe 6




2.2. TemaTn4yeckui IVIaH U cOAepKaHUe Y4eOHOM TUCHHUIIINHBI
M/K.01.01. KoMublOTEepHbIE CETH

HaumenoBanmue Conep:kanue y4ye0HOIro MaTepuaJia, O0bém YpoBeHnb
pa3aejioB H TeM JadopaTopHbie pa0oThbl M MPAKTHYECKHE 3AHATHS, CAMOCTOSITe/IbHAs yueOHas padoTa 4acoB OCBOCHUSA
00y4yauuxcsi, KypcoBasi padbora (poeKT) (eciu npedycmompennvt)
1 2 3 4
Pa3pea 1. 128
KomnbrorepHsbie
ceTH
M/IK.01.01. 128
KoMmnbroTepHbie
CeTH
Tema 1.1. Coaep:xanue 32
Beenenue B 1 | KomnerorepHsie cetn 2 1,2
ceTeBble CoBmectHast paborta, WHTEepHET M COBpPEMEHHBIE CETEBblE€ TEXHOJOTMM — 00JacTh
TeXHOJIOTHH NPUMEHEHUsl U HazHadeHue. Buabl KoMIbIOTEpHBIX ceTeil. [ 7100anbHble U JIOKaIbHBIE CETH.
OpnHOpaHroBble M KIIMEHT-CEPBEPHBIE ApXUTEKTYpbl. OCHOBHBIE KOMIIOHEHTBI CETEH, CETEBAs
cpela U ceTeBble ycTpoicTBa. TexHosnoruu mnoaxmoueHuss Kk MHrepHer. KoHBepreHTHbIE
cetu. KauectBo M HamexHOCTh cereil. OCHOBHbIE TOHATUS CETEBOM O€30MacHOCTH.
TenaeHu pa3BUTHSI CETEH.
2 | KoHconmpHBIN JOCTYII, yAaldeHHBINH nocTyn ¢ noMomsio Telnet 1 SSH, ucnons3oBanue nopra 2 2,3
AUX.
3 | CereBble NPOTOKOJIBI © KOMMYHHKALMHA 2 23
KoagupoBanne u mapamerpbl coobmienusi. CereBble NPOTOKOIbL. B3aumopeiicTBue
npotokonoB. Habop mporokonoB TCP/IP u mporecc oOmeHa manHbiMU. OpraHu3anuu 1o
crangaptuzanuu: [ISOC, IAB, IETF, IEEE, ISO. MuoroyposueBsie moaenu OSI u TCP/IP.
WNukancynsuus naHHbix. [Iportokonbnbie O6noku maHHBIX (PDU). JlocTynm K JOKambHBIM
pecypcam. Cereas anpecanusi. MAC- u [P- agpeca. Joctyn k ynanéuasiMm pecypcam. 113
110 YMOJTYAHHUIO.
4 | CereBoii noctyn 2 2.3

[IpoTokonbl U cTaHgapThl Qu3HUecKoro ypoBHs. CriocoObl moakiroueHust Kk cetu. CeTeBble
untepdeiicusle matel (NIC). Cpensl nepenaun JaHHBIX U UX XapaKTEPUCTHKH: MPOIMYCKHAs

CIIOCOOHOCTh, TMPOM3BOAMTENILHOCTh. Buasl meanbix cereBbix kabenmei: UTP, STP,




KOAaKCHaJbHBIN. Pa3sHOBMAHOCTH, OCOOEHHOCTH TIPOKJIAIKH U TECTUPOBaHMSA Kalenew.
CtpyKkTypa U 0OCOOCHHOCTH TPOKJIAJIKK ONTOBOJIOKOHHBIX Kabenei. becipoBoaHbie cpeacTBa
nepenaun qanubix. Crangapt Wi-Fi IEEE 802.11.

KananpHbIN ypOBEHB M €T0 TIOypOBHH: YTipaBiieHue jJorndeckum kanaioMm (LLC) u
VYupasnenue goctynom k cpeae nepeaaun nanubix MAC. CtpykTypa Kajpa KaHaJlbHOTO
YPOBHSA U IPUHLUIIBI ero hopmupoBanusi. CTaHIapThl KaHAIBHOTO YpoBHs. Pusnueckas u
JIOTUYECKasi TONOJIOTUS CeTH. TOMOJIOIMH «TOUKA-TOUKa», «3BE3a», KIIOJHOCBSA3aHHAN»,
«xonpleBas». [lonyayriekcHas v MOJHOAYIUIEKCHAs nepeaada JaHHbIX. OcoOeHHOCTH
kagpoB LAN, WAN, Ethernet, PPP, 802.11.

Certesblie Texnosiorun Ethernet

CewmeiictBo ceteBbix Texnonoruii Ethernet. [Ipunuun pa6otst Ethernet. BzanmoneiictBue Ha
noaypoBHsix LLC u MAC. VYmpaBieHnue noctynoM Kk cpeae mnepeaaun gaHHbIX (CSMA).
MAC-anpec: unenrupukanus Ethernet. AtpuOytel kaapa Ethernet. IIpencraBnenuss MAC-
aapecoB. OIHO- W  MHOrOQJPECHOM, IIMPOKOBEHIATEIbHOW pacchlioK. CKBO3HOE
noaktouenue, MAC- u [P-anpeca.

[Iporokon pazpemenus agpecoB (ARP): mpunuuIbel paboTel, pojb B MpoIiecce yAaJIeHHOTO
obmena ganueiMu. Tabmuisl ARP Ha ceTeBbIX ycrpoiicTBax. OCHOBHbBIE HEOCTATKU
nporokoia ARP - Harpy3ka Ha cpeny nepemaaun JaHHBIX U 0€3011aCHOCTD.

OcnoBHas uH(pOpMams o moprax KommyTtaropa. Tabmuma MAC-anpecoB KOMMyTaTopa.
Oynknusa Auto-MDIX. CriocoOb1 niepecbUIky Kajapa Ha komMmyTtaTopax Cisco. bydepuzarus
naMsTH Ha KOMMyTaropax. PHUKCHpOBaHHAas M MOAYJbHAs KOH(PHUTypamud KOMMYTaTOpPOB.
CpaBHenne kommyTanuu ypoBHS 2 W ypoBHs. Texuomorus Cisco Express Forwarding.
Buptyansnsiii untepgeiic kommytaropa (SVI), Mapmpyrusupyemsiii opt, EtherChannel
ypoBHs 3. Kondurypaiysi MapiipyTu3upyeMoro mnopra.

2,3

CeteBoii ypoBeHb

CereBoil ypoBeHb B Ipoliecce nepeaaun JaHHbIX. [IpoTokonsl cereBoro ypoBHs. OCHOBHBIE
xapaktepuctuku [P-npotokona. Ctpykrypa maketoB IPv4 u IPv6. Ocobennoctu u
npeuMyIiecTBa npoTokoia Pv6. Meroapl MapiipyTuzanuu y3ioB. Tabnuia MapiuipyTH3aiiuu
y37I0B ¥ Mapuipytuzatopa Juisi npotokosioB IPv4 u IPv6. YcrpoiictBo MapiipyTuszaropa —
[Tpouieccop, mamaTh, omepalyoHHas cuctema. [lonkimroueHne K MapHIpyTH3aToOpy dYepes
pasnuyHble TOPTHL. HacTpoiika WCXOIHBIX MapaMeTpoB, HWHTEpPQeEcoB, MUI03a IO
YMOJTYaHHUIO U APYTUX XapaKTEePUCTUK MapIIPYTU3ATOPA.

2,3

TpaHcnopTHBINA YyPOBEHb
Hasnauenue u 3a1a4 TPaHCIIOPTHOT'O YPOBHSL.

2,3




MynpTUIUIEKCUPOBaHUE ceaHCOB cBs3u. Onucanue u cpaBHeHUe 1potokosioB TCP u UDP —
HaJe)KHOCTh M IPOU3BOAUTENIBHOCTh, OOJIACTh TNpUMEHEHus. Ajpecanuss IOPTOB U
cermentaiuss TCP u UDP. O6Gmen pamseiMu 1o TCP. IIpomeccer TCP  cepsepa.
Vcranosnenue TCP-coenunenuss u ero 3aBepiieHue. [IpUHIUIBI  «TPEXCTOPOHHETO
pykonoxarus» TCP. Hanéxnocts u ynpasinenue notokoMm TCP - Iloareepxknenue
IIOJy4YEHUsI CETMEHTOB, IOTEPsl NAaHHBIX M IIOBTOpHAs IepeAada, YIPAaBICHUE IOTOKOM.
O6men nmannbiMu ¢ ucnons3oBanueM UDP. Ilpoueccst m 3ampocst UDP-cepsepa, UDP-
nararpammsl, iponrieccbl UDP-knuenTa. [punoxenus, ucnonszyronme UDP u TCP.

IP-agpecanus

Crpykrypa IPv4-anpecor. CereBas u y3noBas yacth [P-aapeca. [IpeoOpazoBanue anipecoB
MEX/1y IBOUYHBIM U JIECATEPUUHBIM NpeacTaBiaeHueM. Macka noaceru IPv4. CereBoii aapec,
aJipec y3ja U IUPOKOBeIaTeNbHbIN aapec cetu [Pv4. [IpucBoeHue y3i1y cTaTH4ecKOro u
nuHamuaeckoro [Pv4-anpeca. MuoroanpecHas nepenada. [lyonuansie u yactueie 1Pv4-
anpeca. [Pv4-anpeca cnenuansHoro HazHaueHus. [IpucBoenue IP-anpecos.

CoBMecTHOE ucnoab30BaHue NpoToK0iI0B IPv4 u IPv6: 1BOIMHOMN CTEK, TYHHENUPOBAaHUE,
npeoOpazoBanue. [Ipencrasnenue [Pv6-aapecos. [IpaBuna cokpamenus 3anucu [Pv6-
anpecoB. HaIuBUAyaabHbIN, TPYIIIOBOM, IPON3BOIbHBIN TUIIBI IPV6-anpecoB. CTpyKTypbl
JIOKQJIBHOTO U II100aJIbHOTO MHIMBUAYaNbHBIX [Pv6-anpecoB. CtaTuueckasi U JUHAMHYECKas
KOH(HUTryparuu rio0aibHOro HHANBUAYanbHOTo aapeca. [Iponece EUI-64 u ciydaiino
CreHepHpOBaHHBIN uaeHTU(UKaTOp HHTEpdEiica.

ICMP-cepBucel. Otnnuust st npotokosioB IPv4 u [Pv6. Coobuienus ICMPvI6 «3ampoc k
Mapuipytuszatopy», «OObsSBICHHE OT MapuIpyTH3aTopa», «3ampoc COCETHEero y3ia» Hu
«O0bsBIEHHE COCETHEr0 y37a». TecTHpoBaHHWE CETH C IOMOIIBI0  3XO0-3aIPOCOB.
TpaccupoBka Mapuipyta. Bpemsi mnpoxoxkaeHuss CcurHajga B MNpSIMOM U 0OpaTHOM
HarnpasiaeHusix (RTT). Bpewms sxuznu (TTL) [Pv4 u npenen nepexoaos IPvo6.

2,3

Pa3zpenenue IP-cereil Ha moaceTu

Cermenranus IP-cereii. OOMeH maHHBIMM Mexay nojacersMu. [lnanupoBaHue aapecaru B
nojcersax. PacuerHsie ¢popmysbl A cerMeHTanuu ceTd. Pa30ueHne Ha MojaceTH Ha OCHOBE
TpeOOBaHUI y3JIOB U CETeH, B COOTBETCTBUHU ¢ TpeOoBaHMsAMHU ceTei. OmnpeneneHne Macku
nojcetu. Pa3OueHne Ha MoJCeTH C MCHOJIb30BAHHMEM MacKu nepeMeHHou amuHbl (VLSM).
bazoBast monens u HasHaueHue OnokoB aapecoB VLSM. IlnanupoBaHue ajipecaniiy CETH.
Ocobennoctu mnpoektupoBanus IPv6-cetu. Pa3Oumenne Ha moOAcCeTM € HCHOIB30BAHHUEM
uaeHTHduKaTopa uHTEpdeiica.

2,3
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YpoBeHb NPUJIOKEHUI

2,3




YpoBeHb IPWIOKEHUH, YPOBEHb IIPEACTaBICHUS U CEAaHCOBBIM YypoOBeHb. IIpumepsl
pacnpoCTpaHeHHBIX NpHIOKEeHU. [IpoToKoNIBl YpOBHS mpuioxeHuid. OTHOPAHTOBBIE CETH
(P2P). Mopens tuna «kimeHT-cepep». 0O630p nporokonaos HTTP, HTTPS, SMTP, POP u
IMAP. Cnyx6a nomenusix umMéH (DNS). ®opmat coobmenuii u nepapxus DNS. Vtunura
«nslookupy». Cmyx6a DHCP. Ilpotoxon mnepenaun aitnos (FTP). IIporokon oOmeHna
Osokamu cepBepHbIX coobmenuid (SMB). Konmenmmm «BceoOwemmtomuii  MHTEpHET»
BYOD. JlocTtaBka JaHHBIX 110 KOHBEPT€HTHBIM CETSIM.

11 | Co3nanue u HACTPOiIiKa He0OIbIION KOMIIBLIOTEPHOI CeTH 4 2,3
[InanupoBaHue U co3gaHue HEOOIBIIONH KOMIIBIOTEPHOM CETU: ONPEAEICHUE KIFOUYEBBIX
(hakTOpoB, BEIOOP TOIMOJIOTHU U CETEBBIX YCTPONCTB, BBIOOP M HACTPOHKA MPOTOKOJIOB,
CHCTEMBI ajipecaini. Mepsbl 1o obecreueHuIo 0€30IMacHOCTH CeTH. Y I3BUMOCTH U CETEBBIC
ataku. Pa3BenpiBaTenbHbIC aTaku, ATaku qocrymna, Otka3 B oocimyxuBanuu (DoS-atakn).
Pe3epBHOE KOonMpoBaHKe, OOHOBJIEHHUE U YCTAHOBKA UCIpaBlIeHUI. MexceTeBble IKpaHBbl.
AytenTudukamnus, apropuzaius 1 yaét. Bkiarouenue nporokona SSH.
@ainoBble CHUCTEMBl MApLIPYTU3aTOPOB M KOMMYTaTopoB. PesepBHOE KommpoBaHue u
BOCCTAaHOBJICHHE C TIOMOIIbIO TEKCTOBBIX (haiioB, mportokosa TFTP, USB-nakomurens.
Berpoennbie  cimyxObl  Maprmipytm3anuu.  [lomnepikka OecrpOBOIHBIX — MOAKITIOYEHUH.
HacTpoiika BCTpOEHHOI0 MapuIpyTU3aTopa.
B mom uucne npakmuueckux 3anamuii u 1a60pamopHsx padom 32
1 | CocraBnenue kapThl ceTd HTEPHET C MOMOIIBIO YTHIIUT «ping» U «traceroute» 2 2,3
2 | Co3gaHue NpoCTOr CEeTH: 2 2,3
* VYcraHOBKa ceaHca KOHCOJIU C CETEBBIM 000pYI0BAaHUEM MPU IIOMOIIHM ITporpaMMsbl Tera
Term;
* Co3naHue ceTy;
Hactpolika OCHOBHBIX MapaMeTPOB KOMMYTATOpPA.
3 | IIpocmoTp cereBoro Tpaduka ¢ moMoIIpio mporpammel Wireshark. 2 2,3
4 | TlogkroueHne KOMIBIOTEPOB K CETH C MIOMOIIBLI0 Kabene u OSCIpOBOTHBIX a/IallTEPOB: 2 2,3
* OmnpeneneHue CeTEBbIX YCTPOMCTB M KAHAJIOB CBS3H;
*  OO0XHM ceTeBOro Kabens;
* TIpocMOTp JaHHBIX O OECTIPOBOJHBIX M MMPOBOJHBIX CETEBBIX aJaNTEepax.
5 | Uzyuenue Ethernet-rexHomnoruii: 2 2,3

* IIpocMotrp MAC-aapecoB ceTeBbIX YCTPOICTB;
» Uzyuenue kanpos Ethernet ¢ momomsio nporpammer Wireshark;
* TIpocmotp ARP ¢ momomisio mporpammel Wireshark, natepdeiicoB koMaHIHON CTPOKU




Windows u 10S;
* Hcnonb3oBanue unrepgeiica komananoi ctpoku 10S ¢ tabnuniamu MAC-agpecos
KOMMYTaTopa.

6 | [Toctpoenue cetn Ha 6a3e MapHIpyTH3ATOPA: 2,3
* TIpocmoTp Tabnui MapLIpyTH3ALUHU Y3II0B;
*  Hzydyenue pu3MUECKUX XapaKTEPUCTUK MApIIPyTHU3ATOPA;
* Coznanue cetd, COCTOAIIEH U3 KOMMYTATOpa M MapuIpyTu3aTopa.
7 | N3ydeHne TpaHCIIOPTHOTO YPOBHSI: 2,3
* HaGOmonenne 3a mporeccoM TPEXCTOpOHHETO «pykomoxaTtus» TCP ¢ momomibro
nporpammbl Wireshark;
* H3zyuenue 3axBaueHHbIX JaHHBIX DNS UDP ¢ momombsro nporpaMmsl
Wireshark;
* UMsyuenwue 3axBaueHHbIX makeToB FTP u TFTP ¢ momouisto mporpammel Wireshark.
8 | Hacrpoiika IP-anpecamumu: 2,3
* Hcnonp3oBanue kanpkynstopa Windows B paboTe ¢ CETeBBIMU aJIpECaMu;
* Kousepranus [Pv4-agpecoB B ABOMUHYIO CUCTEMY CUHMCIICHUS,
*  Omnpenenenue [Pv4/IPv6-anpecos;
* Hactpotika [Pv6-aapecoB Ha ceTeBBIX YCTPOMCTBAX;
* TectupoBaHue CETEBOTO MOAKIIOUEHUS C TOMOIIBI0 KOMaH «ping» u
«traceroutey.
9 | Cermentanus IP-cereit: 23
* l3yyeHue KanpKyJIsTOPOB MOACETEH;
* Pacuér noxcereit IPv4;
* Paznenenue cereil ¢ pa3IMUHBIMU TOIMOJIOTHUSIMU Ha MOJICETH;
* Pa3zpabotka u BHepeHHE CXEMBbI aJipecaliy pa3aenéHHoil Ha nojacetu [Pv4-cery;
Pa3paboTka u BHepeHue cxeMbl aapecanuu VLSM.
10 | IP-agpecarnms: 2,3
* aHanu3 Tpaduka ogHOAAPECHOU Mepeaayn, IUPOKOBEIIATeILHOW U MHOT0AIPECHOM
pacChUIKH;
* HacTpoika aapecainuu [Pvo;
* npoBepka aapecanuu [Pv4 u IPv6;
*  0TpabOTKa KOMILIEKCHBIX IPAKTHUECKUX HABBIKOB.
11 | CermenTanusg IP-ceteii: 2.3

¢ opraHusanys IOoACETH 110 PA3JIMYHBIM CLHICHAPHAM,




* paspaboTka u BHEApEHHUE CTPYKTYphI aapecaruu VLSM;
* BHEJpPEHHE CXEMBbI aJpecaluy pa3ienéHHoi Ha nojacetu [Pvo-ceru;
*  0TpabOTKa KOMILIEKCHBIX MPAKTHUYECKUX HABBIKOB.

12

M3ydeHrne OCHOBHBIX CETEBBIX CITYXO:

. Nzyuenne pyHkmu oOMeHa (aitiniaMu MeXay OJHOPAHTOBBIMU YCTPOCTBaMuU
onpexaenenue npeodpazoanuiit PAT; «U3yuenne nmpasui padotst DNS;

. N3yuenune nporokosa FTP.

2,3
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Obecneuenne 0€30MaCHOCTH CETH:

+ H3yuenue yrpo3 ceTeBoii O€30MacHOCTH;

* JlocTymn K C€TeBBIM yCTPOMCTBaM Mo npoTokony SSH;
+ OoGecneueHue 6€30MACHOCTH CETEBBIX YCTPOUCTB;

2,3
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AHanu3 KOMIBIOTEPHOI CETH U HACTPOIKa MapUIpyTH3aTOpa:

« TIpoBepka 3aepikeK B Iepeaadn CETEBBIX MAKETOB C TOMOIIBIO YTHIIHT «ping» 1
«traceroutey;

» Hcnonp3oBanue unrepgeiica komananoii ctpoku (CLI) anst cOopa cBeneHmii 0 CeTeBbIX
YCTPOMCTBAX;

*  VYnpasienue QaitnaMu KOHQHUTypauy MapuIpyTU3aTopa ¢ OMOIIBIO IPOTPAMMBI
SMYJISALUU TepMUHAIA

*  VYmpasnenue (aiinamu KOHGUTYpaAIUN YCTPOUCTB ¢ ucnonb3oBanueM TFTP, dem-
namatu u USB-Hakonurenei

+ H3yuenue npoueayp BOCCTAaHOBJIEHHUs 1APOJIEH.

2,3
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HpOCKTI/IpOBaHI/Ie M CO3TaHUEC CCTH I MAJIOTO NPCANIPUATHUA — HTOTOBBIN IMPOCKT

Tema 1.2.
HpuHIMIBI
MapIPYTU3ALHUHU
U KOMMYTalMHU

Cooeporcanue

32

1

BBenenue B KOMMYTHpPYeMbIe CeTH

O6benunénnble cetu. Mepapxust B KOMMyTHpyeMoi ceTH. Poib KOMMYyTHPYEMBIX CETEH.
KommyTtupyemas cpena. Jlunamuueckoe 3anoiaHenue tadnuisl MAC-aapecoB KOMMyTaTopa.
Meroasl nepechlIki Ha KoMmyTarope. KommyTtanus ¢ mnpoMexyTOYHbIM XPaHEHUEM.
CkBO3Hast KOMMYyTaLusl.

KomMmyTanunonssie foMeHbl. CHUYKEHHE EPErPy30K CETH.

2,3

OcHOBHbBIC KOHIENINH ¥ HACTPOIIKAa KOMMYTalllH

OcCHOBHBIE KOHIENIIIMY U HACTpOWKa KoMMyTauuu. llepBoHavanpHas HacTpoiika
KOMMYTaTOpa ¥ BOCCTaHOBJIEHHUE MOCIe cUCTeMHOTo c6os. Hactpoiika noctyna s 6a30Boro
yrpasieHuss komMmyTtaTopoM ¢ IPv4. JlyrnekcHas cBsa3b. HacTpoiika mopToB KoMmMyTaTropa Ha
¢dbuznyeckoM ypoBHe. DYHKIMS aBTOMATHUECKOTO onpeaeneHus Tuma kademns (Auto-MDIX).

2,3




IIpoBepka HacTpoek mopra kommyTtaTopa. Ilouck u ycrpanenue npo0ieM Ha ypoBHE JJOCTYIIA
K CETH.

be3onacHocTh KOMMyTaTOpa. 3alMIIEHHbIN yaanéHHblil noctyn. Hacrpoiika SSH.
PacnipocTpanénnsie yrposbl 6e3omacHocTH: nepenonHerue Tabmuisl MAC-anpeco, DHCP-
criy(uHT, UCIIONIb30BaHue ys3BuMocTei mpotokosna CDP, Ataku Telnet u ap. Ayaut u
MIPaKTUYECKHE PEKOMEHIAIMH 110 obecrieueHnIo 0e30macHocTH ceTu. be3onacHocTh mopra
kommyTaropa. OrcnexxuBanrne DHCP cooOmenuit. @yHkuus 6e3o0nacHOCTH opTa. Buabt
3amuThl MAC-anpecoB. Pexxumel pearnpoBanus Ha HapylieHue 6e3omacHocTd. [IpoBepka u
HacTpoiika noptoB. [Ipotokon cereBoro Bpemenu (NTP).

Bupryanbnbie jJokanabHabie ceTd (VLAN)

Buptyanbsnsie nokansusie cetd (VLAN) — kiaccudukanys 1 OCHOBHBIE XapaKTEPUCTUKH.
Tpanku BUpTyanbHbIX ceTel. KOHTpOJIb MIMpPOKOBEIIATEIbHBIX TOMEHOB B ceTax VLAN.
TerupoBanue kaapos Ethernet ans unentuduxanuu cetu VLAN. Cetu native VLAN u
terupoBanue ctangapta 802.1Q. Terupoanue roisocoBoit VLAN. Peanuzanuu
BUPTYaJIbHOH JIoKaabHOU ceTh. Hasnauenue noptos cetsim VLAN. HacTpoiika TpaHKOBBIX
kaHasoB. [IpoTokon nuHamMudeckoro co3aanus TpankoBoro kanana (DTP). [louck u
YCTpaHEHHUE HETIOJIaJJOK B BUPTYAJIbHBIX JOKAJIBHBIX CETSIX U TPAHKOBBIX KaHajax.
[TpoGaemer ¢ IP-anpecanueit cetn VLAN. HecoBnageHust pe>kMMOB TPAaHKOBOM CBSI3H.
[IpoektupoBanme u obecneuenue 6ezomacuoctTrn VLAN: hopping, criypuHr KOMMyTaTopa,
ataka ¢ ABoMHbIM TerupoBanueMm, Cetb PVLAN nepumetpa. [Ipaktuueckue pekoMeH auu
110 TPOCKTUPOBAHUIO BUPTYAJIbHOM JIOKAJIbHOM CETH.
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Konunenuusi MapmpyTusanuu

Hacrpoiika MmapmpyTtusaropa. MexaHn3msl IEpEChUIKU NaKeTOB. [loakmtoyeHne u HacTponka
ycTpoicTB. CBETOAMOHBIE MHANKATOPBI HA MapUIpyTH3aTOpe. AKTUBALMs U HacTpolika IP-
anpecauu. [IpoBepka CBI3HOCTH CETEM C MpAMBIM NOAKIOUeHHEM. [IpoBepka HacTpoek
uHTepdeiica. PunbTpanus BBIXOJHBIX JAaHHBIX KOMaHA «showy». KoMMyTanus nmakeros
Mexay ceTsMHu. OyHKIMS KOMMYTAMU MapipyTusaTopa. MapupyTusanus MakeTos.
Onpenenenue myTtH. [Iporniece npuHATHS pelIeHus O epechlUIKe NakeToB. Beioop
ontumanbHoro mytu. [Iporokonsl RIP, OSPF, EIGRP. Pacnpenenenue Harpysku.
AnmunucTpupoBaHue paccTosiHue (AD) n HaaeKHOCTh MapIIpyTa. AHaNINU3 TabJIuIL
MapLIpyTU3alUU — ICTOYHUK JaHHBIX, IPUHIUIIBI (POPMUPOBAHNE BO3MOKHOCTH HACTPOMKH.
3anucu TabauIbl MAPIIPYTU3ALMH Ul CETeH C MPSIMBIM MOJAKIIOYEHHEM. 3a/laHue
cTaThyecKux MapuipyToB. ITpoTokossl tuHamuueckoi mMapupyTtusaiuu cereid [Pv4 u IPv6.
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Mapmpyruzanus mexay VLAN

2,3




[puniune! paboTs! MapipyTusanuu Mexxy VLAN. Hactpoiika mapiipytuzanuu Ha 6ase
MapuUIpyTU3aTOPOB ¢ HECKOIBKUMHU (PU3NYECKUMU UHTEpdericaMu, ¢ UCTIOJIb30BaHUEM
KoH(pUrypanuu router-on-a-stick, uepes MuoroypoBHeBbIit KoMMyTaTop. [Ipobiemsbl
mapmpyTtusanun Mexxay VLAN. IIpoBepka KoHGUTYpaIlui KOMMYTaTOpa U HACTPOEK
Mmapuipytusatopa. Hemonagku B pabote untepdeiica. Ommbdxu B [P-agpecax u mackax
nojacetu. Hactpoiika u pabora kommyTaruu Ha 3-M ypoBHe. MapmpyTtuzamus mexay VLAN
Yyepe3 BUPTYyaJIbHbIE HHTep(hEHCch KOMMYyTaTopa, MapipyTH3HupyeMble mopTel. Hemonanku B
HacTpOMKax KOMMYyTaTtopa 3-ro ypoBHSI.

CraTtuyeckasi MapuIpyTU3alUs

[IpeumyiiecTBa 1 3a1a4y CTATUYECKONM MapUIpyTU3alMK. THUIIBI CTATUYECKUX MapLIPYTOB:
CTaHJIapTHBIM, [0 YMOJIYaHHUIO, CYMMAapHbIH, Iu1aBaroinii. Hactpoiika cratuueckux
MapuipyToB [Pv4 u IPv6. Komannaa «ip route». MapuipyT ciaeayroImero nepexoia.
Hanpsmyro moaxintou€HHbIN cTaTU4eCKUi MapiupyT. [10JHOCTBIO 3a1aHHBIN CTATUYECKUI
MapuipyT. HacTtpolika cratnueckoro Mmapuipyra no ymondanuro. KinaccoBas agpecanus.
KiaccoBbsle macku noacetu. beckiaccoBas mexxomenHas Mapuipyrtusanus CIDR.
O6benunenue MapupytoB. Opranusanus cynepcereil. Mcnonab3oBanue Macok mojiceTu
¢dukcupoannoit JuHbl (FLSM). Macka noncetn nepemenHoi mmnsl (VLSM). Hactpoiika
CyMMapHbIX U IUIABAIOLIUX CTATUYECKUX MAapUIpyTOB. PacuéT cyMMapHOro Mapuipyra.
O6nbenunenue ceteBoix anapecoB [Pv4 u IPv6. Tlouck u ycTpanenue HEmosaok B
HAcCTpOMKax CTaTUYECKOr0 MapLIPyTa U MapIIpyTa MO YMOJIYAHUIO.
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JAuHaMu4yeckass MapuIpyTH3auus

[IpoTokoinbl TMHAMUYECKONH MaplIpyTU3allii — Ha3HaYEHHUE, IPUHIIUITBI pa0OThI U UCTOPUS
pasButus. CpaBHEHHE TMHAMUYECKON U CTaTHYECKOW MapiipyTu3auuu. [IpuHIunbe! paboTel
MIPOTOKOJIOB MapUIpyTH3AIMH: MYCK MOcJie BKItoueHus nutanus, CereBoe 0OHapyKeHue,
OOmen nanHbpIMH MapmipyTu3anuu, Obecnieuenne cxoaumoctu. Kinaccudukanus mpoToxonos
MapipyTtusamuu. [Ipotokonsl IGP u EGP. /lucraniimonno-BexkTopHbie mpoTokoibl RIP,
IGRP. IIpotokomnsl MapuipyTu3zanuu 1o coctosguuto kanana OSPF u IS-IS. KnaccoBble u
OecKJ1accoBbIE MTPOTOKOIBI MAPIIPYTU3AINU. XaPAKTEPUCTUKU U METPUKU ITPOTOKOJIOB.
JlnHaMuyeckasi TUCTaHIMOHHO-BEKTOPHAs MapIIpyTU3anus. [ucTaHIMOHHO-BEKTOPHBIN
anropuT™. MexaHn3mbl OTIPABKU U MOITYUYEHUSI JaHHBIX MapLIPyTU3allMH, pacyeéTa
ONTHMAaJIbHBIX IyTEH U J0OABICHMSI MAPIIPYTOB B TAOIUIy MaplIpyTU3aLUU, OOHAPYKEHUS
Y pearupoBaHusl Ha U3MEHEHUs B Tonojoruu. Hacrpoiika nmporokona RIP: Bkinrouenue
RIPV2, oTKJIFOUYEHHE aBTOMATHIECKOTO 0O TUHECHMSI, HACTPOHKA MACCUBHBIX MHTEP(EHCOB,
nepeaaya MapuipyTa no ymoa4danuio no cetu. Hacrpoiika nmporokosia RIPng. Tlpoiecc
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MapuUIpyTU3aIUH 110 cocTOsiHUIO KaHana. Hello mpotokon. maker coctosiHus kanana (LSP).
JlaBuHHAs1 pacChlIIKa NAKETOB COCTOSHUA KaHasla. JIaBUHHAs pacChlUIKA MAKETOB COCTOSTHUS
kanana. Co3nanue nepesa kpatdaifiux myteid SPF. 2,3 Jlo6aBnenue mapupytoB OSPF B
Tabauiy mMapipyTtusanuu. HeroctaTku mpoTokoa0B MapuIpyTH3alUH 110 COCTOSTHUIO
kaHasa. Tabnmuia MappyTU3auuu. 3anmucu C MPsIMBIM MOAKIIOYSHUEM H yIaTEHHON CETH.
Jlunamuuecku nmoixydaeMble MapmpyTsl IPv4/6. Iponece nmoncka mapmpyra.

OSPF nns ognoii o0s1acTu

CewmeiictBo nmpoTtokosioB OSPF. XapakTepucTuKy, MPUHIUIIEI paboThl U KoMIToHEHThI OSPF.
Oco6ennoctu OSPF 1u1st 01HOM 1 HECKONBKHX 00sacTeld. MarucrpanbHas 0071acThb.
Nukancynsamust coobmennii OSPF. Tumner makeroB OSPF: naker npuserctBus (hello), maker
onucanus 6a3sl Janubix (DBD), maket 3anpoca coctosinus kanana (LSR), maker oOHOBIEHUS
cocrosiaus kaHaia (LSU). maket moareepxkaeHus coctosiuus kanana (LSAck). O6HoBneHus
coctosinus kaHana. Paboune cocrosnust OSPF. Beinenennsiii (DR) u pesepBHbIit
BbIIEIeHHBIA MapiipyTu3arop (BDR). Cunxponuzanus 6a3 nanasix OSPF. Hactpoiika
OSPFv2 myst ogao# o6nactu. PesxxuM KoH(UTYpaIuy HISHTU(PUKATOPHI MAPIIPYTH3ATOPA.
Hcnons3zoBanne unrepdeiica loopback. Bkmtouenne OSPF na untepdeiicax. [1labmonnas
Mmacka. Komanna «network». Hactpoiika naccuBHbIx uHTEepdeiicoB. Dopmyia pacuéra
Metpuku croumoctd OSPF. Hactpoiika 3HaueHH# mponyCcKHO#M criocoOHOCTH HHTEpdeiica.
[IpoBepka coceqHUX yCTPOMCTB, HACTPOEK MPOTOKOJIA, JAHHBIX IIPOLIECCa U APYTUX
xapakrepuctuk OSPF. CpaBuenne OSPFv2 u OSPFv3. Anpeca tuna link-local. Tomonorus
cetr OSPFv3. Hacrpoiika unentudukaropa mapupyruszatopa OSPFv3. Brrouenne OSPFv3
Ha uHTepdencax.
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Cnucku konTpoJs nocryna (ACL)

Crmcku kouTpodist noctyna (ACL). Ipunamun padoter ACLcnuckoB. Tunbst ACL-crinckoB
Cisco miis [Pv4. TIpucBanBanue HomepoB u uMEH ACL-cimckam. Pacuér mabiioHHON Macku B
ACL-cnuckax. Pexomennanuu no coznanuto u pasmenienuto ACL-cnuckoB. Pazmenienue
cTaHJapTHHIX U pacmupeHHbIXx ACL-cnmckoB. Hacrpoiika crangaptHoro ACL-cniucka.
[Tpumenenue crangapTHeIx ACL-criuckoB Ha uHTepdeiicax. Kommentapun k ACL-crinckam.
[IpoBepka u pegaktupoBanue ctaHaapTHbIX HymepoBaHHbIX ACLcnuckoB. ACL-craTucTHKa.
3amura noptoB VTY ¢ nomomsto ctanaaptaoro ACL-cnucka [Pv4. CtpykTypa u HacTpoiika
pacupenHbix ACL-criuckoB st [Pv4. @unbrpanus Tpaduka ¢ UCTIONb30BaHUEM
pacimiupeHHbix ACL-cruckoB.

[Touck n ycrpanenue Henonanok ACL-cnuckoB. Pacnipoctpanénnsie ommbdku ACL-
criuckoB. CpaBHeHne ACL-cnuckoB st [IPv4 u IPv6. Hactpoiika un npoBepka ACL-ciuckoB
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s [Pv6.

10

IIporoxkoa DHCP

[Iporoxon DHCP. DHCPv4: 6a3oBas onepaiusi, popMaT COOOIICHHIA, COOOIICHNUS
oOHapy>keHHs U npejiokenus. Hactpoiika, mpoBepka u perpancisiius nmpocroro DHCPv4-
cepBepa. Hactpoiika mapuipytusaropa B kauectse DHCPv4-knuenTa. Hactpoiika
MmapmpyTtuzaropa kinacca SOHO. [Touck u ycTpaHeHue Hemoaaa0kK B padboTe
mapuipytuzatopa DHCPv4. Ilporokon DHCPv6. ABTomMaTiueckast HacTpoiika anpeca 6e3
otcnexuBanus coctosiuus (SLAAC). [puanun pa6oter SLAAC ¢ DHCPv6. DHCPvV6 ¢ n
6e3 otcnexxuBanus cocrosiHud. [Iporieccer DHCPv6. Hacrpoiika mapmipyTuzaTopa B
kauectBe DHCPv6-cepepa 1 DHCPv6-kmenTa. [Tonck u ycTpaHeHHe HEMOJa 0K B paboTe
DHCPv6.

2,3

11

IIpeoOpa3oBanue ceteBbIX aapecoB IPv4

[IpeobpaszoBanue cereBrix aapecos [IPv4. KonnenryansHoe mpeoOpa3oBaHie CETEBBIX
aapecoB (NAT). Tepmunonorus u npuHIumsl padbotel NAT. [IpoctpancTBo yacTHBIX [Pv4-
anpecoB. CTatuueckoe U AMHAMHUYECKOe Mpeodpa3oBanue ceTeBbIx aapecos (NAT).
[Ipeo6pazoBanue aapecos noptoB (PAT). CpaBuenue NAT u PAT. [Ipeumymiectsa u
Henoctatku NAT. Ananu3 cratiuueckoro npeodpasoBanust NAT. [Ipunnumn paboTs
nuHamudeckoro NAT Hactpoiika u npoepka NAT, PAT. [lepeanpecanus nopTos.
Hactpoiika NAT u nporokouna [Pv6.

ITouck u ycTpaHneHune Henojaaok B padbore NAT.

2,3

B mom uucne npakmuueckux 3anamuil u 1a60pamopHsix padom

32

1

Hacrtpoiika kommyTaropa:
* ba3zoBas HacTpolika KOMMYTaTOpa;
* Hacrpoiika mapameTpoB 06€30I1aCHOCTH KOMMYTAaTOpa.

2,3

Hactpoiika 6e30macHOCTH KOMMYTaTOpa:

* Hacrpoiika nporokosa SSH;

* Hacrpotika pynkmun Switch Port Security;

* ITlowuck n ycTpaHeHHe HETONa0K B CUCTeMe 0€30IacCHOCTH TTOPTOB KOMMYTATOPa;
OTpaboTKa KOMIUIEKCHBIX MPAaKTHUYECKUX HABBIKOB.

2,3

Kondurypamms cereit VLAN:

*  Kondurypamnus cereit VLAN u TpaHKOBBIX KaHAJIOB;

* Tlouck u yctpanenue Henonaaok B koHpurypamuu VLAN;

e  Peammsamus cucremsl 6e3omacHocTH ceTd VLAN;

*  Peanmzanus cereit VLAN miisi cerMeHTaIlMu CEeTEN NPEeANPUATUNA MAJIOTO U CPEJIHETO

2,3




ousHeca.

4 | Hactpoiika MapiipyTu3atopa: 2,3
* Hcnonp3oBaHue KOMaHbI traceroute jisi OOHApY KEHHS CETH;
e JIOKYMEHTHpPOBAHUE CETH;
* Hacrpoiika untepdeiico IPv4 u IPv6;
* Hactpotiika u mpoBepka HEOOIBIIION CETH;
HccnenoBanne MapipyToB ¢ IPSIMbIM MOJKITOYEHUEM.
5 | Hactpoiika MmapuipyTU3aluu: 2,3
* CocraBnenue cxemsl cetu HTEpHET;
* Hacrpoiika 6a30BbIX TapaMeTPOB MapUIPyTHU3aTOpa C MOMOILBIO HHTEpdeiica KOMaHIHON
ctpoku (CLI) cucremsr Cisco 10S;
* Hactpotika 6a30BBIX TapamMeTpoB MapiipytuzaTopa ¢ nomouso CCP.
6 | Mapumpyrtuzanus mexay VLAN: 2,3
* Hacrpoiika mapmpytuzannu Mexay VLAN s kaxaoro uarepdeiica;
* Hacrpoiika mapimpytuzauuu Mexay VLAN Ha ocHoBe ctannapta 802.1Q u TpaHKOBOTO
KaHaJa,
* llowck M ycTpaHEHHE HENONAI0K B MapIpyTu3anuu Mexay cerssMu VLAN.
7 | Hactpoiika cTaTH4eCKON MapUIpyTU3ALMK: 2,3
* Hacrpoiika ctatnueckux mapuipytos [Pv4/IPv6 no ymonuanuio;
* Paspabotka u peanuzarnus cxembl aapecanuu [Pv4 ¢ ucnons3oBanuem VLSM;
* Pacuér cymmapusix mapuipytoB IPv4 u IPv6;
* Ilouck u ycTpaHEeHHE HEMONAI0K cTaThdecKuX MapuipyToB [Pv4 u [Pv6.
8 | Hacrpoiika nuHaMu4ecKoi MapIipyTU3alluu: 23
. HccnenoBanmne CX0IMMOCTH;
. CpaBHeHue MeTo10B BbIOOpa MyTH B mpoTokosnax RIP.
9 | Hacrpoiika nporokonos RIPv2 u RIPng. 23
10 | Hactpoiika npotokonos OSPF: 2,3
. Hactpoiika 6a3oBoro nmporokona OSPFv2 mist ogHoit o0nactu;
. basoBast HacTpoiika mporokosa OSPFv3 st ogHolt o0nactu.
11 | U3yueHne MexaHU3MOB pabOThI CO CITUCKAMH KOHTPOJIS IOCTyTA: 2,3

* Harmsannoe npeacrasnenue padorsl ACL-crucka;

* Hacrpoiika crangaptasix ACL-cniuckos;

» Hactpolika ctannapTHeIX “IMEHOBaHHBIX A CL-CIHCKOB;
» Hactpoiika ACL-cniucka st quauii VTY




* Hactpoiika pacmmpeHHbix ACL-CMCKOB AJi pa3IUYHbIX CLEHAPHUEB;
» Tlouck u ycrpanenue Henonanok B padore ACL-cniuckos;

* Hacrpoiika ACL-cniuckoB IPv6;

*  OrpaboTKa KOMIUIEKCHBIX MPAKTUYECKUX HABBIKOB.

1.

12 | Hactpoiika ACL-cnuckoB: 2 23
* Hactpoiika u npoBepka crangapTHbIx ACL-CrHCKOB;
* Hacrpoiika u npoBepka orpannuennii VTY;
* Hactpotiika u npoBepka pacmmpeHHbix ACL-cnuckos;
* Ilouck u ycTpaHeHHe HENONAA0K B HacTpoliike u pasmemeHun ACL-

CIIMCKOB;

* Hacrpoiika u npoepka ACL-cnuckos ais IPv6.

13 | M3yuenne nporokosos DHCP: 2 2,3
* ba3zoBas Hactpoiika DHCPv4 na mapipyTtusarope;
* bazosas nactpoiika DHCPv4 na xommyTaTope;
» Tlouck u ycrpanenue Henonaaok B pabote DHCPv4;
* Hacrpoiika cepsepa DHCPv6 6e3 oTcnexuBaHus COCTOSTHUSL U C OTCIEKUBAaHUEM

COCTOSIHMS;

» Tlouck u ycrpanenue Henonaaok B pabore DHCPvo6.

14 | Uzyuyenne nporokosa DHCP: 2 23
» Hacrpoiika npotokosna DHCP ¢ nomomursto komanz Cisco 10S;
*  OtpaboTKa KOMIUIEKCHBIX TPAKTUICCKUX HABBIKOB.

15 | [IpeoOpa3oBaHUe CETEBBIX aIPECOB: 2 2,3
* U3yuenue npunnuna pa6otel NAT;
* Hactpoiika cratnueckoro u nuHamMmuueckoro NAT;
* Peamm3amus cratndeckoro u quHamudeckoro NAT;
» Hacrpoiika nepeaapecanuu noptoB Ha Mapuipytusatope Linksys;
+ IlIpoBepka, MOKMCK U yCcTpaHeHUe Henoianok KoHpurypauuit NAT;
*  OtpaboTKa KOMIIJIEKCHBIX NPAKTUYECKUX HABBIKOB.

16 | U3yuenne pabotsl ¢ NAT u PAT: 2 2,3
* Hactpoiika nuHamMudeckoro u crarudeckoro NAT;
* Hacrpoiika NAT-nyna ¢ neperpyskoii u PAT;
» Tlouck u ycrpanenue Henonaaok kondurypammii NAT.

IIpumepHasi TeMaTHKA CAMOCTOSITEILHOM Yy4eOHO#l padoThI: 24

CucremaTuyeckas npopa60TKa KOHCIICKTOB 3aH$ITPII>'I, yqe6H0171 u CHCHI/IELHI)HOf/'I TEXHUYCCKOU JIMTCPATYPHI.




2. KoncnekTupoBaHue TeKcTa, paboTa co CI0BapsIMU U CIIPAaBOYHUKAMHU, O3HAKOMIICHHE C HOPMATUBHBIMU IOKYMEHTaMH, yueOHO-
HCCIIeIoBaTeIbCKast paboTa Ipy caMOM IIMPOKOM HCIIONb30BaHnU MHTepHeTa u Apyrux IT-TexHoxoruii.

3. IlpoextHble hopMbI pabOTHI, MOATOTOBKA COOOMIEHUH K BBICTYIICHUIO HA CEMUHApax M KOH(epeHInsIX; IOAT0TOBKa pedepaTos,
JOKJIa/IOB.

4. Tloarortoska K 1a0OPAaTOPHBIM M MPAKTUYECKUM PAbOTaM C HCTIONb30BAaHMEM METOIMYECKHX PEKOMEHIAIMI penoaaBarens, opopMiIeHue
71a00paTOPHO-NIPAKTHYECKUX PAbOT, OTUETOB U MOATOTOBKA K X 3aILUTE.

IIpomexyTouHas aTTecTALMA 6
Bcero 160

Buympu kascooeo pasoena ykazvigaromcs coomeemcmsylowjue memol. 1lo xaxcooi meme onucvl@aemcs cooepicanue y4ebHo2co mamepuand (8
OUOAKMUUECKUX eOUHUYAX), HAUMEHOBAHUSL HEOOX0OUMbBIX NAOOPAMOPHLIX pabOm U NPAKMUYECKUX 3aHAMUL (OMOeIbHO NO KadicOoMy 6Udy),
KOHMPONbHBIX pabom, a maxdxice NpUMepHdas memMamura camocmoamenvHou pabomol. Eciu npedycmompensi Kypcosvie pabomul (npoekmsi) no
oucyuniune, onucvieaemcst npumepuas memamuxa. Odvem uacoe onpedensemcss no Kaicoou no3uyuu cmonoya 3 (ommeueHo 36e300ukou *).
Yposenv oceoenus npocmasnsiemcs Hanpomus OUOAKMUYECKUX eOUHUY 6 cmoioye 4 (ommeueno 08yms 36e300ukamu **).

s xapakmepucmuku yposHsi 0C80eHUsl Y4eOH020 MamMepuaila UCNONb3YIOMCs Cledyrouue 0003HAYeHUs.:

1. — o3nakomumenvHwlll (Y3HABAHUE paHee U3YUEeHHbIX 00BEeKMO8, CBOUCME);

2. — penpooyKkmueHblil (8bINOJHeHUE 0eTMENbHOCMU N0 00PaA3Yy, UHCMPYKYUU UIU NOO PYKOBOOCHBOM)

3. — npoOyKmMueHbIll (NIAHUPOBAHUE U CAMOCMOAMENIbHOE 8bINOJIHEHUE 0esTMeIbHOCMU, pelleHue NPOOIeMHbIX 3A0aY)



3. YCJIOBUA PEAJIMBALIUU ITPOT'PAMMBI IMCHUIIJIMHBI
3.1. TpeGoBaHus K MUHUMAJIbLHOMY MATePHAIBHO-TEXHUYECKOMY 00ecIeYeHHI0
Peanuzanus nporpaMMbl AUCHUIUIMHBI TpeOyeTCs HAIW4IKs 1a00paTOpUK OpraHu3aliy U
MIPUHIUIIOB TIOCTPOCHUST KOMITBIOTEPHBIX CHCTEM
OobopynoBanme:
KommuiexT yueOHoit meGenu (16 mocagouHbIX MecT)
[TepconanbHbIi KOMIBbIOTEp 00y4aromerocs (13 mT.)
[lepconanbHbIi KOMIbIOTEP MpenogaBaTens (1 mr.)
DKpaH Ui IpoeKTopa HanoibHbIH Projecta (mmpuna 160 cm)
Mynsrumenniiasiii mpoektop Epson EB-X8
CeteBoe 000pyiOBaHUE:
kommyTtarop D-Link DES-1228 24 nopra, kommyTtatop COMPEX DS2216 16 nopTtos,
o3 [P-renedonuu Cisco SPAS000 8 mopToB,
6 meaunakonseptepoB D-Link DMC-920R
JInneH3noHHOe MporpaMMHoe odecreyeHue:
Microsoft Windows 7
(14 nmuuen3uit WinPro 7 RUS Upgrd OLP NL Acdmc
Toprossiit nocpennuk: Softline Jlara 3aka3za: 2010-10-27
Kop munensun: 47592665 Pogurensckas nporpamma: OPEN 67582704Z7ZE1210)
Microsoft Office 2007 Professional
(9 muuenswmii OfficeProPlus 2007 RUS OLP NL Acdmc
Toprossiii nocpenauk: OOO Pankom [lara 3akaza: 2007-12-04
JInnensus: 43136305 Poaurensckas nporpamma: OPEN 63126856ZZE0912;
5 nmunensuii OfficeProPlus 2007 RUS OLP NL Acdmc
Toproseriit nocpeguuk: OOO Pankom Jlara 3aka3za: 2008-09-19
Kon JInniensun: 44544996 Pomutenbckas nporpamma: OPEN 63786020ZZE1004)
Kaspersky Endpoint Security 11 mis Windows
(Kaspersky Endpoint Security nns 6usneca - Pacimpenssiit Russian Edition. 250-499 Node 2
year Educational Renewal License
Ne nmunensun: 1096-181214-111355-563-621
Cpoxk ucnonb3oBanus [10: ¢ 2018-12-14 o 2021-03-02
[TocraBuuk (pecemiep): BENEF.IT benegput, OOO)
ACKOH KOMITAC-3D V12 YHuBepcuTeTcKas JUIEH3MUs ¢ OMOIMOTeKaMU U MPHIIOKEHUSIMU
(JInuensunonnoe cornamenue Kk-10-01408 ot 03.12.2010 r. Kon-Bo komuii: 50
Kirou anmapatnoit 3ammtsl HASP HL Net 50 v2 ID 1579998279)
CBo0oHOE IporpaMMHoOe olecreyeHme:
Libre Office 5.4
Oracle VM VirtualBox
Microsoft Visual C++ 2008 Express Edition
Microsoft Visual C# 2008 Express Edition
Microsoft Visual Basic 2008 Express Edition
Python 3.4
Maxima 5.3.7
Pascal ABC.NET



3.2. UndopmannonHoe odecreyeHue 00yUeHusl.

OCHOBHBbIE€ HICTOYHUKHU:
1. Kosran, H.M. Kommnsiotepusie cetu : ydeOHoe mocobue : [16+] / H.M. Kosran. —
Munck : PUIIO, 2019. — 180 c. : un., tabn. — Pexum gocryma: mo moamucke. — URL:
https://biblioclub.ru/index.php?page=book view_red&book 1d=599948 (mara  oOparmieHus:
16.03.2022). — buGmuorp. B kH. — ISBN 978-985-503-947-2. — TeKCT : 31€KTPOHHBIH.

JlonoJIHUTEeTbHbIE UCTOYHUKH:

1. Jubpos, M. B. KommnbioTepHble ceTu U TeleKOMMYyHHUKauu. MapmipyTtuszanus B 1P-
cersx B 2 u. Yacth | : yueOHMK M MPaKTHKYM Ui CpeIHEro NpodheccHoHalIbHOro 00pa3oBaHus /
M. B. lubpoB. — Mocksa : MUznarensctBo Opaiit, 2020. — 333 c. — (IIpodeccuonanpHoe
obpazoBanue). — ISBN 978-5-534-04638-0. — Tekcr : anextponusii / ObC FOpaiit [caliT]. —
URL: https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-
ip-setyah-v-2-ch-chast-1-452574#page/1 (nara obpamenus: 16.03.2022).

2. CeTu ¥ TeIeKOMMYHHUKAIIUU : Y4eOHUK U mpakTuKym uid By3oB / K. E. Camyiinos [u
ap.]; mom pemakmueit K. E. CamyitnoBa, U. A. lllanumosa, JI. C. KynsboBa. — Mocksa :
NznarensctBo HOpaiit, 2020. — 363 c. — (Bricmee obpazoBanue). — ISBN 978-5-534-00949-
1. — Texcr : anexkrponnslii // OBC FOpaiir [caiit]. — URL: https://biblio-online.ru/viewer/seti-i-
telekommunikacii-450234#page/1 (nara oopamenus: 16.03.2022).

IIporpammuoe obecnieuenue u Murepuer-pecypcesni:
1. OBC «YHuBepcuterckas oubnnoreka onnaitH». — Pexxum poctyna: http://biblioclub.ru.
2. ObpazoBartenbHbIi TOpTai. Pexxum gocryna: Intuit.ru.
3. OBC IPRBooks/ - Pexum noctyna: http://www.iprbookshop.ru/

4. KOHTPOJIb 1 OIIEHKA PE3YJIbTATOB OCBOEHUSA JUCHUIIJINHbI

KOHTpOJ'IB 1 OLCHKa pe?;y.]'IBTaTOB OCBOCHUA OUCHUITJINHBI OCYHIeCTBJ'ISIeTCSI npenogla-
BaTelleM B TpOIeCCe TMPOBEACHHS TNPAKTUYECKUX 3aHATHUA H JTa0OpaTOpHBIX padoT,
TGCTHpOBaHI/ISI, a TAKXC BBIITOJITHCHUA 06y‘—IaIOH_[I/IMI/ICSI I/IH)II/IBI/I}IyaJ'IBHI)IX SallaHI/If/'I, HpOGKTOB,
HCCJICIOBAHUIA.

Pe3yabTatbl 00yuyeHusi o yueOHoi dopmupyembie OueHo4yHbIe CpeICTBA 110
JUCHUTIIHHE KOMIIETEHINH JAMCHHUIIIMHE
yMeThb: OK 1, OK 2, OK 3, | Kommiekt 3aJaHui 1A
— IPOEKTUPOBATH JIOKAIBHYIO OK 4, OK 5, OK 6, | tectupoBaHus
CETh; OK 7, OK 8, OK 9, | Bompocs k sk3aMeHy

OK 10, OK 11, IIK
1.1, IIK 1.2, IIK 1.3,
IIK 1.4, TIK 1.5.

- BBIOMPATH CETEBBIC
TOTIOJIOTUH;

- pacCUMTHIBATH OCHOBHBIE
napaMeTphl JJOKAJIBHOHN CeTH;

- YUTaTh TEXHUIECKYIO U
MIPOCKTHYIO JOKYMEHTAIIHIO T10
OpraHu3allH CErMEHTOB CETH;

- PUMEHSTH AITOPUTMBI
MOMCKA KpaT4anIIero myTu;

- IUTAHUPOBATh CTPYKTYPY CETH
C TIOMOIIBI0 Tpada ¢ ONTUMAIILHBIM
PAacIioyioKEHUEM Y3JI0B;

- UCIIONIb30BAaTh
MaTeMaTUYeCKUH anmapaTr TeOpHH
rpados;

- KOHTPOJIHMPOBATH



https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1
https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblioclub.ru/index.php?page=book_view_red&book_id=599948

COOTBETCTBHE pa3padaThIBAEMOro
MPOEKTa TEXHUYECKOU
JTOKyMEHTAIHH;

— HACTPauBaTh MPOTOKOII
TCP/IP 1 ucnonb30BaTh BCTPOECHHbIE
YTHIIUTHI ONIEPAIIHOHHON CHCTEMBI
JUIS TUarHOCTUKH
paboTOCIIOCOOHOCTH CETH,

- UCIIOJIb30BaTh
MHOTO()YHKIIMOHAJIbHBIE TIPUOOPHI U
MIPOrpaMMHBIE CpPe/ICTBA
MOHHUTOPHHTA;

— pOTrpaMMHO-arapaTHbIE
CpeICTBa TEXHUYECKOTO KOHTPOJIS;
- UCTIOJIb30BaTh TEXHUYECKYIO
JTUTEepaTypy U HH(GOPMALMOHHO-
CIPaBOYHBIE CUCTEMBI JIJIS1 3aMEHBI
(TIoucKa aHaJIOTOB) YCTapEBIIIETO
000pyIOBaHUs;

3HATH:

- o0111e MPUHITUIBI TOCTPOCHUS
ceTel;

- CETeBbIE TOTIOJIOTHH;

- MHOTOYPOBHEBYIO MOJEIb
OSI;

- TpeOOBaHUS K KOMIIbIOTEPHBIM
CeTsM;

— APXHUTEKTYPY MPOTOKOJIOB;

— CTaHJIapTU3AIIUI0 CETEH;

- 3Tanbl IPOEKTUPOBAHUS
ceTeBoi HHPPACTPYKTYPHI;

- TpeOOBaHMS K CETEBOM
0C30ITacCHOCTH;

- OpraHu3anuio paboT Mo BBOIY
B DKCIUTyaTaIuo 00bEKTOB U
CEeTMEHTOB KOMIbIOTEPHBIX CETEeH;

- BEPOATHOCTHBIE U
CTOXaCTHUYECKHUE MPOIECCHI,
3JIEMEHTBI TEOPHUH MACCOBOTO
o0cy)KMBaHUs, OCHOBHBIE
COOTHOILICHHSI TEOPHH OUepesieH,
OCHOBHBIE ITOHSATHUS TEOPUHU TPaQOB;
- QITOPUTMBI TTOUCKA
KpaT4auiiero nyTy;

- OCHOBHBIE MPOOJIEMBI CHHTE32
rpa¢oB aTak;

- MOCTPOCHHUE aIeKBATHOU
MOJIENIH;

- CUCTEMBI TOIOJIOTUYECKOTO
aHaJIM3a 3alUIIeHHOCTH
KOMIIbIOTEPHOH CETH;




- aApXUTEKTYpy CKaHepa
0€30I1acHOCTH;

- 9KCIIEPTHBIE CHCTEMBI;

- 0a30BbI€ TPOTOKOJIBI U
TEXHOJIOTHH JIOKAJIbHBIX CETEH;

- MPUHLIUIIBI TTOCTPOSHUS
BBICOKOCKOPOCTHBIX JIOKAJIbHBIX
ceTel;

- OCHOBBI IPOEKTHUPOBAHUS
JIOKQJIbHBIX CeTel, OeCpOBOIHbIE
JIOKAIIbHBIE CeTH;

- CTaHJapTHI Kabemei,
OCHOBHBIE BH/IbIl KOMMYHHUKAIITHOHHBIX
YCTPOWCTB, TEPMUHBI, IOHSATHUS,
CTaHJIAPThI ¥ TUIIOBBIE AIIEMEHTHI
CTPYKTYpPUPOBAHHOM KabEeIbHOM
CUCTEMBI: MOHTaX, TECTUPOBAHHUE;
- CpeICTBA TECTUPOBAHUS U
aHaIN3a;

- IpOrpaMMHO-aIapaTHbIe
CpelCcTBa TEXHUYECKOT'O0 KOHTPOJIS;
- OCHOBBI TUATHOCTUKH KECTKUX
TIVICKOB;

- OCHOBBI U MOPSIIOK
PE3epPBHOTO KOMUPOBAHUS
unpopmanuu, RAID TexHonoruu,
XpaHWINIIA TaHHBIX.

HMeTh MPAKTUYECKHUI ONBIT:

- MIPOCKTUPOBAHMS
aApPXUTEKTYPHI JOKALHOU CEeTH B
COOTBETCTBHUU C MTOCTABICHHOMN
3ajauei;

- YCTaHOBKH U HaCTPOUKHU
CETEBBIX MPOTOKOJIOB U CETEBOIO
000py/I0BaHUSI B COOTBETCTBHH C
KOHKPETHOM 3a7a4eil;

- BbIOOpA TEXHOJIOTHH,
WHCTPYMEHTAJIBHBIX CPEJICTB MPHU
OpraHM3aIMHy mpoiecca
uccaeaoBaHusl 00bEKTOB CETEBOM
UHPPACTPYKTYPHI;

- obecrnievyeHus 1eI0CTHOCTU
pe3epBUPOBAaHUS MHPOPMAIIHH,
ncnonb3oBanus VPN,

- YCTaHOBKU U OOHOBJICHHSI
CETEeBOI0 MPOrPAMMHOTO
obecrieueHus;

- MOHHUTOPUHTA
MIPOU3BOAUTENILHOCTHU CepBEpa 1
MIPOTOKOJIUPOBAHUS CUCTEMHBIX U
CETEBBIX COOBITHI;




- UCIIOJIb30BaHUsI CIIEIIHATIBLHOTO
MpOrpaMMHOTO o0OecrieueHus st
MO/JICIMPOBAHUSI, TPOCKTUPOBAHUS U
TECTUPOBAHUS KOMIIBIOTEPHBIX CETEH;
- o opMIIEHUST TEXHUIECKOM
JOKYMCHTAIIUU,
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