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1. MACIHOPT IPOI'PAMMBI YYEBHOU JUCHUIIIINHBI
MJK.03.02 Be3onacHocTh KOMIBIOTEPHBIX ceTel

1.1. O6sacTh NpUMeHeHHUsI TPOrPaAMMBbI

PaGouas mporpamMMa y4eOHOW MUCIUILIMHBI SBJSETCS YacThI0 00pa30BaTENbHON MPOTPaMMBbI B
coorBerctBuH ¢ @DOI'OC 1o cmemmaneHOCTH (09.02.06 — CeTeBOoe M CHCTEMHOE
aMUHUCTPUPOBAHHUE.

Pabouast mporpamMmma ydeOHOW MUCHIUILIMHBI MOXET OBITH HCIOJB30BaHa B JIOTIOJHUTEIHLHOM
npodeccnoHanbHOM  00pa3oBaHWU (B MpOrpaMMax  MOBBIMICHUS  KBamupUKAUU U
MEePENOArOTOBKM) M MPO(HEeCCHOHATBLHON MOTOTOBKE TI0 CMEKHBIM CIEITUATBHOCTSIM.

1.2. MecTO IUCUMILUIMHBI B CTPYKTYPe OCHOBHOM NMpodecCHOHAJIBbHOI 00pa3oBaTeIbLHOM
NporpamMmbI:
Mudp nucuumiunel no yuebnomy miany: MJIK.03.02.
JucuunnuHa sBIsSETCsT YacThio mpodeccroHanbHoro moxyis [IM.03 ydeOHOro mimaHa Imo
crennasibHOCTH CITO 09.02.06 — CeteBoe M cucTeMHOE aaMUHUCTpUpoBanue. HampaneHna Ha
dbopMupoBaHue cienyrommx odmmx u npodeccuonansubix komnerenuuii: OK 1, OK 2, OK 3,
OK 4,0K 5,0K 6,0K 7,0K 8, 0K 9, 0K 10, OK 11, I1K 3.1, I1K 3.2, TIK 3.3, [IK 3.4, [1K 3.5,
IIK 3.6.
1.3. lesn ¥ 3a1a4M JMCUMILVIMHBI — TPEOOBAHMS K Pe3y/IbTaTaM O0CBOCHHUS COJAEpP:KaHUsA
AUCHHUILIMHBI

C nenplo OBIAJEHMS yKa3aHHBIM BUJOM  NPOQECCHOHANIbHOM  JIEATENbHOCTH U
COOTBETCTBYIOIIUMHU TMPO(EeCCHOHATLHBIMI KOMIETCHIIUSIMHA OOYYAIOUTUIICS B X0JIe€ OCBOCHHS
M/K.03.02 nomxeH:
yYMeTh:
- BBITIOJHAT, MOHUTOPUHT W aHAIW3 PAOOTHI JIOKAJTBLHOM CETH C TMOMOIIBIO MPOTPaMMHO-
anmnapaTHbIX CPEJICTB;
- OCYIIECTBJISATh IMATHOCTUKY ¥ TIOMCK HEUCIIPABHOCTEMN BCEX KOMIIOHEHTOB CETH;
- BBINOJIHATH ACHCTBUS M0 YCTPAHEHUIO HEUCIIPABHOCTEN
3HATh:
- apXUTEKTYpy U QYHKIIMH CUCTEM YIIPABJICHUS CETSIMU, CTAHAAPTHI CUCTEM YIIPaBJICHHUS,
- CpEIACTBa MOHUTOPUHIA U aHAJIN3a JIOKAJIbHBIX CETEH;
- METO/Ibl YCTPaHEHUSI HEUCIIPABHOCTEN B TEXHUUECKUX CPEJICTBAX
HMeTh MPAKTUYECKHUI ONBIT:
— MPOCKTUPOBAHUS APXUTEKTYPHI JTOKATHHON CETH B COOTBETCTBUHU C IMOCTABICHHOM
3ajaycii;
— YCTaHOBKH U HACTPOMKHU CETEBBIX MPOTOKOJIOB U CETEBOT0 000PYIOBAHUS B
COOTBETCTBUM C KOHKPETHOM 3a/1a4eil;
- BbIOOPA TEXHOJIOTHH, HHCTPYMEHTAIBHBIX CPEJCTB MPU OpraHU3al|K Mpoliecca
UCCIIeIOBaHMs 0OBbEKTOB CETEBOM UH(PACTPYKTYpHI;
- obecrieueHus eTOCTHOCTH PE3ePBUPOBAHUS HHPOPMAIINH, UCTIONB30BaHus VPN,
- YCTaHOBKH U OOHOBJICHUS CETEBOTO MPOTPAMMHOT0 00eCTIeUeHNUS;
— MOHUTOPHUHIA IPOU3BOJAUTEIBHOCTH CEPBEPA U MPOTOKOJIUPOBAHUS CUCTEMHBIX U
CETEBBIX COOBITHI;



- UCIIOJIb30BaHUs CIIEIUATIBHOIO IPOrPAMMHOTO 00eCieueH s U1 MOJCIMPOBaHMS,
IIPOEKTHPOBAHUS U TECTUPOBAHUS KOMIIBIOTEPHBIX CETEM;

- 0 OpMIIEHHS] TEXHUYECKOM IOKyMEHTAalUN;

[Tporecc n3yueHust JUCUMIUIMHBI HAlIpaBjeH Ha (OPMUPOBAHHUE FIEMEHTOB CIIEAYIOLINX
koMmnereruii B coorBeTctBuU ¢ GI'OC CIIO u OIIOII CIIO mo naHHOH CIIeUaIbHOCTH:

a) oommx (OK):

OK 1. BriGupats criocoOsl perieHus 3a1a4 npodeccnoHanbHON JesITeNbHOCTH, TPUMEHUTENBHO
K pa3JIMYHbIM KOHTEKCTaM.

OK 2. OcymecTBisTh MOWCK, aHAIW3 M WHTEPHpETANHI0 HHGOPMAIHMH, HEOOXOIMMOU IJIs
BBITTOJIHEHUS 33]1a4 TPO(PECCUOHATIBHOM 1A TebHOCTH.

OK 3. IlmanupoBaTh U peall30BbIBaTh COOCTBEHHOE MPO(PECCHOHAIBHOE U JIMYHOCTHOE
pa3BUTHE.

OK 4. PabortaTh B KOJUIEKTHBE M KOMaHJeE, 3(p(PeKTUBHO B3aMMOEHCTBOBATH C KOJUIETamH,
PYKOBOJCTBOM, KJIMEHTAMHU.

OK 5. OcymiecTBisiTh YCTHYIO UM MUCbMEHHYIO KOMMYHMKAIIMIO Ha TOCYJapCTBEHHOM S3BIKE C
y4eTOM 0COOEHHOCTEH COLMAIBHOTO U KYJIbTYPHOTO KOHTEKCTA.

OK 6. IlposBisATE rpakIaHCKO-IATPUOTHYECKYIO IO3HIHI0, JEMOHCTPHUPOBATh OCO3HAHHOE
MIOBEJICHUE HAa OCHOBE TPAJMIIMOHHBIX OOIIEYETOBEYECKUX IIEHHOCTEH, MPUMEHATh CTaHAapThI
AHTUKOPPYIIIMOHHOTO MTOBE/ICHUSI.

OK 7. ConelicTBOBaTh COXpPaHEHUIO OKpYXarolleil cpensl, pecypcocOepexernto, 3pPpeKTuBHO
JEHCTBOBATh B UPE3BBIYANHBIX CUTyaLUsIX.

OK 8. Hcnonb30BaTh cpencTBa PU3MUECKON KyJIbTYpHI U1l COXpPAHEHHUS U YKPEIUICHHS 310pPOBbs
B Ipouecce NpodhecCHOHATbHOW JEATENbHOCTH M MOJJAEpPKaHUS HEO0OXOIUMOTo YpPOBHS
(u3nMUecKoil MoAroTOBICHHOCTH.

OK 9. Ucnonb3oBath HHGOPMALIMOHHBIE TEXHOJIOTUU B IPO(ECCUOHATBLHON e TENbHOCTH.

OK 10. Ilonb3oBarbcsi mpodecCHOHATbHON JOKyMEHTAallMeld Ha TOCYJapCTBEHHOM U
MHOCTPAHHOM $I3bIKaX.

OK 11. Hcnonb3oBaTh 3HaHUS 1O  (UHAHCOBOM  IPaMOTHOCTH,  IUIAHUPOBATh
MPEANPUHUMATEIbCKYIO ACATEIPHOCTD B MPO(heCcCUOHATBHOM cdepe.

6) npogeccnonanbubix (I1K):

IIK 3.1. YcranaBnuBaTh, HacTpauBaTbh, HKCIUTyaTUpOBaTb M OOCIYXHBAaTh TEXHUYECKUE U
IIPOrpaMMHO-aNMNapaTHBIE CPEICTBA KOMIIBIOTEPHBIX CETEH. .

I1IK 3.2. IlpoBoauth mpoduiakTHUecKue paboThl Ha OOBEKTaX CeTeBOM HMHMPACTPYKTYphl U
pabounXx CTaHIIHUSIX..

I[IK 3.3. VYcranaBiauBaTh, HacTpaWBaTh, OKCIUIyaTHPOBaTh M  OOCIY>XUBaTh CETEBBIC
KOH(UTYpalyH.

IIK 3.4. VYuyactBoBaTh B pa3pabOTKE CXEMbl I[OCJIEABAPUMHOTO  BOCCTAHOBJICHUS
paboTOCIOCOOHOCTH  KOMIBIOTEPHON  CETH, BBIMOJIHATH BOCCTAHOBJIEHHE M  PE3EpPBHOE
KOIHMPOBaHUE UH(OPMAIIH.

IIK 3.5. Oprann3oBbIBaTh MHBEHTAPU3ALNIO TEXHUYECKUX CPEICTB CETEBOM MHPPACTPYKTYPHI,
OCYILECTBISATH KOHTPOJIb 000PYIOBAHUS TOCIIE €r0 PEMOHTA.

[IK 3.6. BpIMOAHATH 3aMeHY pAacXOJHBIX MaTepuaioB U MEJNKUI PEMOHT mepu@epuitHoro
00OpyIOBaHUs, ONpEIENATh ycTapeBiiee 00OpyJIOBaHHWE M MPOTpPaMMHBIE CpPEACTBAa CETEBOM

UHGPaACTPYKTYPHI.

1.4. PexomMeHayemMoe KOJIMYECTBO YaCOB HA OCBOEHHE NPOIrPAMMBbI AMCUMILIMHBI:
MaKCUMaJIbHON y4eOHOI Harpy3ku oOyuatorierocst 179 yacos, B TOM 4ucle:
00s13aTeIbHON ayIUTOpHOM yueOHOM Harpy3ku oOydaromierocs 141 ygac;
caMOCTOSITeNTbHON paboThl oOyyaromerocs 30 yaca.
Koncynpranus 2 yaca



2. CTPYKTYPA U COAEP)KAHUE YYEGHOU JUCHUTLJIAHBI
2.1. O6beM yueOHOI JMCHUITIMHBI M BH/IbI Y4eOHOMH padoThl

Bun yue6Hoii paGoThI

O0BeM yacoB

MaxkcuMaJibHasi ydeOHasi HAarpy3Ka (Bcero) 179
Oos3aTenbHasi ayIUTOPHAs yuyeOHas HArpy3Ka (Bcero) 141
B TOM YHCIIE!

JIEKLIMOHHBIE 3aHSITUSI 47
J1a00paTOPHBIC 3aHATHUS 94
MIPAKTUICCKUE 3aHATHS -
KOHTPOJIBHBIE pabOTHI -
KypcoBas pabora (poeKT) (eciu MpeyCMOTPEHO) 6
KOHCYJIbTalUsl 2
CamocrosiTesibHAasi pa6oTa o0y4yawmuierocsi (Bcero) 30
B TOM YHCIIE:

Cucremarnueckass mnpopabOTKa KOHCIIEKTOB 3aHATHH, yd4eOHOH M CHENMaTbHOM TEXHHYECKOH 10
murepatypel (o BompocaM K maparpadamM, TIjaBaM Y4eOHBIX IOCOOMH, COCTaBJICHHBIM
IIpernoiaBaTesieM).

KoHcnekTupoBanue TekcTa, pabdoOTa cO CIOBapsIMH M CIIPABOYHHKAMH, O3HAKOMIICHHE C 10
HOPMATHBHBIMH  [TOKYMEHTaMH, yd4eOHO-HCCIleioBaTelbCcKas padoTra TMpH CaMOM  IIHPOKOM
ucnoab3oBanuu Murtepnera u npyrux I'T-rexnonoruit

IMoaroroBka Kk saboOpaTOpHBIM ¥ MNPAKTHYECKUM padOTaM C WCIOJIb30BAHHEM METOANYECKHX 10
peKOMeHAanui TpernojaBareis, OQOpMIIEHHE JIA0OPaTOPHO-NPAKTHYECKHX padoT, OTYETOB U
MIOJI'OTOBKA K MX 3aIUTE.

[IpomexxyTouHas arTecTaiys B popMe: 3k3aMeH B 6 ceMecTpe 6




2.2. TemaTn4yeckui IVIaH U cOAepKaHUe Y4eOHOM TUCHHUIIINHBI
M/K.03.02. be30n1acHOCTh KOMIIBIOTEPHbIX CHCTEM

HaumenoBanmue
pa3/iesioB U TeM
npo¢eccHoOHATIBLHOIO Conepikanne yuebnoro marepuana, O0béM B | YpoBeHb
Moayast (ITM), JJadopaTopHbie padoThl U MPAKTHYECKHE 3aHATHS, CAMOCTOAATE/IbHAS y4eOHas padora wacax | ocpoenmst
o0yuyawuuxcsi, KypcoBasi pa6ora (poeKT) (eciu npedycmompenst)
MEKIMCUUILTHHAPHBIX
kypcoB (M/IK)
1 2 3 4
Pa3zpgen IIM.03.
IKcIIyaTanus
00BbEKTOB ceTeBOM
HH(PACTPYKTYPHI
M/JK.03.02.
bezonacHocTh
KOMIBIOTEPHBIX ceTei
Tema 2.1. be3onacuocts | Codeporcanue
KOMITBIOTEPHBIX CETEH 1 dyH1aMeHTAIbHbIEe IPUHIMIIBI 0€30MacHOI ceTH 4 2,3
CoBpeMeHHBIE yTPO3bl CETEBOM 0€30MacHOCTH. BUPyCHI, YepBU U TPOSHCKHE KOHHU.
Metons! aTak.
2 be3zonacuocts CereBbix yerpoiicT OSI 4 2,3
be3omacHslii goctyn k ycrporictBaM. HazHaueHre afMUHUCTPATUBHBIX POJICH.
MOHUTOPHUHT U ynpaBlieHHe ycTpoicTBaMu. Vcnons3oBanne GyHKITUS
ABTOMATHU3MPOBAHHON HACTPONKHU OE30MACHOCTH.
3 ABTOpHU3anus, ayTeHTUGUKANUA U YueT goctyna (AAA) 4 2,3
CaotictBa AAA. JlokanbHas AAA ayrentudukanus. Server-based AAA
4 Peanu3zanus TexHoJsioruii Opanamayi’pa 4 2,3
ACL. Texnonorus 6panamayspa. KonrekctHsiit kontposs noctymna (CBAC).
[Tonutuku OpaHaMayspa OCHOBAHHBIE HA 30HAX.
5 Peanu3anus TeXHOJIOIrHil MPeAOTBPALLICHUS BTOPKEHUSA 4 2,3

IPS texnosoruu. IPS curnatypsl. Peanuzanus IPS. [IpoBepka u MonuTopusr IPS




6 Bbe3onmacHOCTh JTOKAJILHOM CeTH 4 2,3
OGecneyeHune 6€30MaCHOCTH MOb30BATEIBCKIX KOMITbIOTEPOB. COOOpaskeHHsI IO
6e3omacHoctu BToporo ypoBHs (Layer-2). Kondurypaius 6€30macHOCTH BTOPOTO
ypoBHsl. bezonacHocTs 6ecipoBoaHbIX ceTeit, VolP u SAN
7 Kpunrorpajguyeckue cucremMsl 4 2,3
Kpunrorpaduueckue cepucol. bazoBas 11eJIOCTHOCTh M @y TEHTUYHOCTb.
Kondunenmmansaocts. Kpunrtorpadus OTKPBITBIX KITFOUCH.
8 Peanm3zamus rexnosoruii VPN 4 2,3
VPN. GRE VPN. Komnonents! u ¢pyakuuonuposanue [PSec VPN. Peanuzamus Site-
to-site IPSec VPN c¢ ucnonpzosanuem CLI. Peanusamnms Site-to-site IPSec VPN ¢
ucnoabs3zoBanuemM CCP. Peanuszanus Remote-access VPN
9 YnpasieHue 0e3011aCHOM CeTbIO 8 2,3
[TpuHumb 6€30MacHOCTH CETeBOro nu3aiiHa. be3onacHast apxuTekTypa. YnpapieHue
nporeccaMu U 6e30MacHOCTh. TeCTUpOBAaHUE CETH Ha YA3BUMOCTU. HempephIBHOCTD
Ou3Heca, JIaHUPOBAaHHE BOCCTAHOBJIEHUS aBapUUHBIX cuTyauui. JKU3HEHHBIN UK
CEeTH U TUIaHupoBaHue. Pa3paboTka perasaMeHTOB KOMIAHUH U MTOJUTHK
0€30MacHOCTH.
10 Cisco ASA 7 23
Brenenue B AnantuBHoe yctpoiicTBo 6e3omacHocti ASA. Kondurypanus danppomna
Ha 0a3ze ASA c ucnonb3oBanueM rpagpudeckoro unrepgeiica ASDM. Konduryparms
VPN Ha 6a3e ASA c ucnosib3oBanueM rpaguyeckoro uarepdeiica ASDM.
B mom uucne npakmuyeckux 3auamuii u 1a00pamopHuix pabom
1 ConmanbHasg HHXEHEpUs 6 2,3
2 HccnenoBanue CETEBbIX ATAK U MHCTPYMEHTOB ITPOBEPKH 3aLLUTHI CETH 6 2,3
3 Hactpoiika 6e30macHOro 0cTyna K MapiipyTH3aTopy 6 2,3
4 Obecneuenne agMUHUCTpATHBHOTO noctyna AAA u cepepa Radius 6 23
5 Hactpoiika monuTuku 6e30macHOCTH OpaHIMayIpoB 6 2,3
6 Hactpoiika cuctemsl npenoTBpaiieHus sropxkenuit (IPS) 6 2,3
7 Hactpoiika 6€301macHOCTH Ha BTOPOM YPOBHE Ha KOMMYTaTOpax 6 2,3
8 HccnenoBanue MeTo10B UG POBAHUS 6 2,3
9 6 6 23
10 ba3oBas HacTpoiika nutro3a 6ezonacHoctd ASA 1 HacTpoiika OpaHIMayIpoB 6 2,3

WCTOJIB3Ysl HHTep(delic KOMaHTHON CTPOKU




11 BbazoBas nHactpoiika nutro3a 6e3omnacHoct ASA U HacTpoiika OpaHAMay’pOB 6 2,3
nucnoib3ysi ASDM
12 Hacrtpoiika Site-to-Site VPN ¢ 0HON CTOPOHBI HA MapIIPYTU3ATOPE UCTIONB3YS 6 2,3
uHTepdelic KOMaHIHON CTPOKH U C APYTOil CTOPOHBI UCIIOJIB3YS ITI03 0€30MaCHOCTH
ASA nocpenctsBom ASDM
13 HactpoiikaClientless Remote Access SSL VPNs ucnonp3yss ASDM 6 2,3
14 Hactpoiika AnyConnect Remote Access SSL VPN ucnons3yst ASDM 6 2,3
15 QduHanpHas KOMILUIEKCHas 1abopaTtopHas paboTa mo 6€30MacHOCTH 10 2,3
IIpumepHasi TeMaTHKA CaMOCTOSITeIbHOI y4eOHOI padoThI: 30
1.  Cucremaruueckas MpopabOTKa KOHCIIEKTOB 3aHATHH, YIeOHOW U CIICIIMaTbHON TEXHHYECKOH JTUTEPaTyphI.
2. KOHCHCKTI/IpOBaHI/IC TCKCTA, pa60Ta CO CJIOBapsAMHU U CIIpaBOYHHUKAMU, O3HAKOMIJIEHUE C HOPMaTUBHBIMU TOKYMCHTAaMU,
y4eOHO-HCccIefoBaTeNbCKast padoTa Mpy caMoOM IIMPOKOM HCIIONIb30BaHuH MHTepHeTa n npyrux [T-rexHomoruii.
3. IIpoextHbie hopmbl pabOThI, HOATOTOBKA COOOLICHUH K BBICTYIJICHUIO Ha CEMUHAapaxX M KOH(QEPEeHLUIX; TOATOTOBKA
pedeparoB, TOKIAI0B.
4. HO,I[FOTOBKa K J'Ia60paT0pHBIM U IPAKTUYCCKUM pa60TaM C UCITOJIB30BAHUECM MCTOANYCCKUX peKOMeHI[aI_II/Iﬁ npenoaaBareiid,
O(bOpMJ'ICHI/IG J1a6opaT0pH0—npaKTqucm/Ix pa60T, OTYETOB U IIOArOTOBKA K UX 3alllUTC.
IIpomeskyTOUHASI aTTeCTAIMS 6
Bcero 179

Brympu kascooeo pasoena ykaszwiearomcs coomeemcmsylowue memol. 1lo xaxcooi meme onucviéaemcs cooepicanue yiebHo2co mamepuanda (8
OUOAKMUYECKUX eOUHUYAX), HAUMEHOBAHUSL HEO0OX0OUMbIX NAOOPAMOPHLIX pabOm U NPAKMUYECKUX 3aHAMUL (OMOeIbHO NO KadHCOOMY 6U0Y),
KOHMPOJbHBIX pabom, a maxdice NPUMepHAas memMamuka camocmoamenvHou pabomol. Eciu npedycmompenst Kypcosvie pabomul (npoekmsi) no
oucyuniune, onucvigaemcs npumepnas memamuxa. Odvem uacoe onpedensemcss no Kaxcoou No3uyuu cmonoya 3 (ommeueHo 36e300uxou *).
Yposenv oceoenus npocmasnsaemcs Hanpomug OUOAKMUYECKUx eOuHuy 6 cmosoye 4 (ommeuerno 08yms 36e300uxkamu **).

s xapakmepucmuku yposHs 0C80eHUsl Y4eOH020 MaAmMepuaila UCNOab3YIOMCs Cledyrouue 0003HAYeHUs.:

1. — o3nakomumenvHulll (V3Hasauue paree u3y4eHHbIX 00bEKMo8, CEOUCMs);

2. — penpoOyKmueHblil (8bINOJHEHUE OesTMENbHOCMU N0 00PaA3yy, UHCMPYKYUU UIU NOO PYKOBOOCHBOM)

3. — NPOOYKMUBHbIU (NIAHUPOBAHUE U CAMOCMOAMENbHOE 8bINONHEHUE 0eAMEeNbHOCMIU, peuleHue NPoOIeMHbIX 3a0at)




3. YCJIOBUA PEAJIMBALIUU ITPOT'PAMMBI IMCHUIIJIMHBI
3.1. TpeGoBaHus K MUHUMAJIbLHOMY MATePHAIBHO-TEXHUYECKOMY 00ecIeYeHHI0
Peanuzanus nporpaMMbl AUCHUIUIMHBI TpeOyeTCs HAIW4IKs 1a00paTOpUK OpraHu3aliy U
MIPUHIUIIOB TIOCTPOCHUST KOMITBIOTEPHBIX CHCTEM
OobopynoBanme:
KommuiexT yueOHoit meGenu (16 mocagouHbIX MecT)
[TepconanbHbIi KOMIBbIOTEp 00y4aromerocs (13 mT.)
[lepconanbHbIi KOMIbIOTEP MpenogaBaTens (1 mr.)
DKpaH Ui IpoeKTopa HanoibHbIH Projecta (mmpuna 160 cm)
Mynsrumenniiasiii mpoektop Epson EB-X8
CeteBoe 000pyiOBaHUE:
kommyTtarop D-Link DES-1228 24 nopra, kommyTtatop COMPEX DS2216 16 nopTtos,
o3 [P-renedonuu Cisco SPAS000 8 mopToB,
6 meaunakonseptepoB D-Link DMC-920R
JInneH3noHHOe MporpaMMHoe odecreyeHue:
Microsoft Windows 7
(14 nmuuen3uit WinPro 7 RUS Upgrd OLP NL Acdmc
Toprossiit nocpennuk: Softline Jlara 3aka3za: 2010-10-27
Kop munensun: 47592665 Pogurensckas nporpamma: OPEN 67582704Z7ZE1210)
Microsoft Office 2007 Professional
(9 muuenswmii OfficeProPlus 2007 RUS OLP NL Acdmc
Toprossiii nocpenauk: OOO Pankom [lara 3akaza: 2007-12-04
JInnensus: 43136305 Poaurensckas nporpamma: OPEN 63126856ZZE0912;
5 nmunensuii OfficeProPlus 2007 RUS OLP NL Acdmc
Toproseriit nocpeguuk: OOO Pankom Jlara 3aka3za: 2008-09-19
Kon JInniensun: 44544996 Pomutenbckas nporpamma: OPEN 63786020ZZE1004)
Kaspersky Endpoint Security 11 mis Windows
(Kaspersky Endpoint Security nns 6usneca - Pacimpenssiit Russian Edition. 250-499 Node 2
year Educational Renewal License
Ne nmunensun: 1096-181214-111355-563-621
Cpoxk ucnonb3oBanus [10: ¢ 2018-12-14 o 2021-03-02
[TocraBuuk (pecemiep): BENEF.IT benegput, OOO)
ACKOH KOMITAC-3D V12 YHuBepcuTeTcKas JUIEH3MUs ¢ OMOIMOTeKaMU U MPHIIOKEHUSIMU
(JInuensunonnoe cornamenue Kk-10-01408 ot 03.12.2010 r. Kon-Bo komuii: 50
Kirou anmapatnoit 3ammtsl HASP HL Net 50 v2 ID 1579998279)
CBo0oHOE IporpaMMHoOe olecreyeHme:
Libre Office 5.4
Oracle VM VirtualBox
Microsoft Visual C++ 2008 Express Edition
Microsoft Visual C# 2008 Express Edition
Microsoft Visual Basic 2008 Express Edition
Python 3.4
Maxima 5.3.7
Pascal ABC.NET



3.2. UndopmannonHoe odecreyeHue 00yUeHusl.

OCHOBHBbIE€ HICTOYHUKHU:
1. Kosran, H.M. Kommnsiotepusie cetu : ydeOHoe mocobue : [16+] / H.M. Kosran. —
Munck : PUIIO, 2019. — 180 c. : un., tabn. — Pexum gocryma: mo moamucke. — URL:
https://biblioclub.ru/index.php?page=book view_red&book 1d=599948 (mara  oOparmieHus:
16.03.2022). — buGmuorp. B kH. — ISBN 978-985-503-947-2. — TeKCT : 31€KTPOHHBIH.

JlonoJIHUTEeTbHbIE UCTOYHUKH:

1. Jubpos, M. B. KommnbioTepHble ceTu U TeleKOMMYyHHUKauu. MapmipyTtuszanus B 1P-
cersx B 2 u. Yacth | : yueOHMK M MPaKTHKYM Ui CpeIHEro NpodheccHoHalIbHOro 00pa3oBaHus /
M. B. lubpoB. — Mocksa : MUznarensctBo Opaiit, 2020. — 333 c. — (IIpodeccuonanpHoe
obpazoBanue). — ISBN 978-5-534-04638-0. — Tekcr : anextponusii / ObC FOpaiit [caliT]. —
URL: https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-
ip-setyah-v-2-ch-chast-1-452574#page/1 (nara obpamenus: 16.03.2022).

2. CeTu ¥ TeIeKOMMYHHUKAIIUU : Y4eOHUK U mpakTuKym uid By3oB / K. E. Camyiinos [u
ap.]; mom pemakmueit K. E. CamyitnoBa, U. A. lllanumosa, JI. C. KynsboBa. — Mocksa :
NznarensctBo HOpaiit, 2020. — 363 c. — (Bricmee obpazoBanue). — ISBN 978-5-534-00949-
1. — Texcr : anexkrponnslii // OBC FOpaiir [caiit]. — URL: https://biblio-online.ru/viewer/seti-i-
telekommunikacii-450234#page/1 (nara oopamenus: 16.03.2022).

IIporpammuoe obecnieuenue u Murepuer-pecypcesni:
1. OBC «YHuBepcuterckas oubnnoreka onnaitH». — Pexxum poctyna: http://biblioclub.ru.
2. ObpazoBartenbHbIi TOpTai. Pexxum gocryna: Intuit.ru.
3. OBC IPRBooks/ - Pexum noctyna: http://www.iprbookshop.ru/


https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1
https://biblio-online.ru/viewer/seti-i-telekommunikacii-450234#page/1
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblio-online.ru/viewer/kompyuternye-seti-i-telekommunikacii-marshrutizaciya-v-ip-setyah-v-2-ch-chast-1-452574#page/1
https://biblioclub.ru/index.php?page=book_view_red&book_id=599948

4. KOHTPOJIb 1 OHEHKA PE3VJIBTATOB OCBOEHUSA JTUCIUITJIMHBI

KoHTponb M OlLIEHKa PEe3ysbTaTOB OCBOEHUS JHUCLUIUIMHBI OCYIIECTBISAETCS Mpenoaa-
BaTelieM B TMpoIllecce NPOBEACHHUS NPAKTUYECKUX 3aHATUA M J1abOpaTopHbIX padoT,
TECTHUPOBAHUS, a TAK)X€ BBIMOJHEHHUS OOYyYalOUIMMMCA WHAMBHUIYaJIbHBIX 3aJlaHHH, MPOEKTOB,

HUCCIIEJOBaHUH.

Kon n HanmeHoBanue
po(hecCHOHATBHBIX U 00X
KOMIIETEHIIH, (POPMHUPYEMBIX

B paMKax MOIYJIs

Kpurepun oneHkun

MeTtonrnl olieHKU

IIK 3.1. YcraHnaBiIuBaTh,
HACTpauBaTh,
IKCIUTyaTUPOBATh U
00CITy>)KMBaTh TEXHUUECKUE U
MIpOrpaMMHO-anmnapaTHbIE
Cpe/ICTBa KOMITBIOTEPHBIX
CEeTeH.

O1eHKa «OTJIMYHO) -
TEXHUYECKOE 3a/IaHue
MIPOaHAIM3HUPOBAHO,
JITOPUTM pa3zpaboTaH,
COOTBETCTBYET
TEXHUYECKOMY 3a/1aHUI0
1 0OpMJICH B
COOTBETCTBHH CO
CTaHJapTaMH, TOSICHEHBI
€ro OCHOBHBIC
CTPYKTYPBHI.

O1ieHKa «XOPOIIOY -
JITOPHUTM pa3padboTaH,
odopmiieH B
COOTBETCTBHH CO
CTaHIapTaMU U
COOTBETCTBYET 3a/IaHUIO,
MOSICHEHBI €T0 OCHOBHbBIC
CTPYKTYPBHI.

Ouenka
«YIOBJIETBOPHTETbHOY
- aNTrOpUTM pa3padoTaH u
COOTBETCTBYET 3a/IaHUIO.

DKk3aMeH/3a4ueT B hopme
cobece0BaHus:
NPaKTUYECKOE 3a/IaHUE T10
MMOCTPOCHHUIO alITOPUTMA B
COOTBETCTBHUH C
TEXHUYECKUM 33JJaHUEM

3ammra OTYETOB I10
MIPAKTUYECKUM U
nabopaTopHbBIM paboTam

1IK 3.2. [IpoBOoUTH
poHITaKTHIECKUE PAOOTHI
Ha 00BEKTaxX CETeBOM
HHDPACTPYKTYPHI 1 pabounx
CTAHIIHSX.

OreHKa «OTJINYHOY -
TEXHUYECKOE 3a/IaHuC
MIPOaHATH3UPOBAHO,
JITOPHUTM pa3padoTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJIaHUIO
1 0(hopMIIEH B
COOTBETCTBHH CO
CTaHJIaPTaMHU, TIOSICHCHBI
€ro OCHOBHBIC
CTPYKTYPBHI.

O1ieHKa «XOPOIIO) -
QJIITOPUTM pa3zpaboTaH,
odopMJIeH B
COOTBETCTBHH CO
CTaHJapTaMU U
COOTBETCTBYET 3aJJaHHUIO,
MOSICHEHBI €T0 OCHOBHBIC

Dk3ameH/3a4er B hopme
co0ece0BaHUsL:
IPaKTHYECKOE 33/IaHHE T10
MIOCTPOCHHIO AJITOPUTMA B
COOTBECTCTBUHU C
TEXHUYECKHUM 3a]]aHHeM

3amura OT4ETOB 10
NPaKTUYECKUM U
nabopaTopHbBIM paboTam




CTPYKTYPBIL.
OneHka

«Y/I0OBJIETBOPHUTEIHHO)
- QJITOPUTM pa3padboOTaH
COOTBETCTBYET 3a/IaHUIO.

IIK 3.3. YcranaBiuBaTh,
HACTpPauBaTh,
AKCIUTYaTUPOBATh U
00CITy’)KMBaTh CETEBbIC
KoH(pUryparmm

O1eHKa «OTJIMYHO) -
TEXHUYECKOE 3a/IaHne
MIPOaHaIM3HUPOBAHO,
ITOPUTM pa3zpaboTaH,
COOTBETCTBYET
TEXHUYECKOMY 3a/IaHUIO0
1 0OpMJICH B
COOTBETCTBHH CO
CTaHJapTaMH, TIOSICHCHBI
€ro OCHOBHBIC
CTPYKTYPBHI.

O1ieHKa «XOPOIIOY -
JITOPHUTM pazpadoTaH,
odopmiieH B
COOTBETCTBHH CO
CTaHIapTaMU U
COOTBETCTBYET 3a/IaHUIO,
MOSICHEHBI €T0 OCHOBHbBIC
CTPYKTYPBHI.

Ouenka
«YIOBJIETBOPHTETbHOY
- anrOpUTM pa3padoTaH u
COOTBETCTBYET 3a/IaHUIO.

DKk3aMeH/3a4eT B hopme
cobeceI0BaHus:
NPaKTUYECKOE 3a/IaHUE T10
MMOCTPOCHHUIO alITOPUTMA B
COOTBETCTBHUH C
TEXHUYECKUM 33J[aHUEM

3ammra OTYETOB I10
MIPAKTUYECKUM H
nabopaTopHbBIM paboTam

1IK 3.4. YyacTBOBaTh B
pa3paboTKe CXEMBI
MOCJIEaBAPUITHOTO
BOCCTAHOBJICHUS
paboTocrnocoOHOCTH
KOMIIBIOTEPHOM CETH,
BBITIOJTHATH BOCCTAHOBJICHUE
U pe3epBHOE KOMHUPOBAHUE
UH(pOpMaIIUH.

OreHKa «OTJINYHOY -
TEXHUYECKOE 3aaHHe
MIPOaHATH3UPOBAHO,
aITOPUTM pa3zpaboTaH,
COOTBETCTBYET
TEXHUUYECKOMY 3a/1aHUIO0
1 0(hopMIIEH B
COOTBETCTBHH CO
CTaHJIaPTaMHU, TIOSICHCHBI
€ro OCHOBHbBIE
CTPYKTYPBHI.

O1ieHKa «XOPOIIO) -
QJIITOPUTM pa3zpaboTaH,
odopMJieH B
COOTBETCTBHH CO
CTaHJapTaMHU U
COOTBETCTBYET 3aJJaHHUIO,
MOSICHEHBI €70 OCHOBHBIE
CTPYKTYPBHI.

OneHka
«Y/IOBJIETBOPHUTEILHO)
- aNropuT™ pa3padoTaH u
COOTBETCTBYET 3aJJaHHIO.

Dk3ameH/3a4er B hopme
co0ece0BaHUsL:
IPaKTHYECKOE 33/IaHHE T10
MOCTPOCHHIO AJITOPHTMA B
COOTBECTCTBUHU C
TEXHUYECKHUM 3a]]aHHeM

3amura OT4ETOB 110
NPaKTUYECKUM U
nabopaTopHbBIM paboTam

IIK 3.5. YyacTBOBAaTH B

OI_ICHKa «OTIHIHO» -

Ok3amMmeH/3a4eT B opme




pa3paboTKe CXEMBI
MOCJI€aBAPUIHOTO
BOCCTAHOBJICHHS
paboTOCIIOCOOHOCTH
KOMITBIOTEPHOMU CETH,
BBITIOJIHATH BOCCTAHOBJIEHUE
U pe3epBHOE KOITMPOBAHHE
nHpopMmaIuu.

TEXHUYECKOEe 3a/laHHe
MPOAHATN3UPOBAHO,
JITOpPUTM pa3zpaboTaH,
COOTBETCTBYET
TEXHUYECKOMY 3aJJaHUIO
1 0OpMJIIEH B
COOTBETCTBHH CO
CTaH/IapTaMH, TOSICHEHBI
€ro OCHOBHbBIE
CTPYKTYDBI.

Onenka «xopoumoy -
aNTOPHUTM pa3paboTaH,
odopmiieH B
COOTBETCTBHH CO
CTaHAApTaMU U
COOTBETCTBYET 3aJaHHIO,
MOSICHEHBI €r0 OCHOBHBIE
CTPYKTYDBI.

Onenka
«YHAOBJIETBOPUTEILHO)
- QJITOPUTM pa3paboTaH U
COOTBETCTBYET 33JaHUIO.

cobeceJ0BaHHUS:
MPAaKTUYECKOE 3aaHHUE IO
MOCTPOCHHIO aJITOPUTMA B
COOTBETCTBHUH C

TCXHUYCCKUM 3aJaHUEM

3amura OTU4ETOB 110
MNPaKTUYCCKUM U
nabopaTopHBIM paboTam

1IK 3.6. BbIONHATH 3aMeHy
PacXo/HBIX MaTepUasIoB U
MEJIKUA PEMOHT
nepudepuitHOTO
000py1I0BaHUs, ONIPEIETATh
ycTapesBliiee 000py10BaHHE U
pOTrpaMMHBIE CPEACTBA
ceTeBoi HH(PPACTPYKTYPBHI.

OrneHka «OTJINYHO -
TEXHUYECKOE 3aaHHe
MIPOAHATH3UPOBAHO,
aIrOpUTM pazpaboTaH,
COOTBETCTBYET
TEXHUYECKOMY 3a/1aHUIO0
1 0(hopMIIEH B
COOTBETCTBHH CO
CTaHJIaPTaMHU, TIOSICHECHBI
€ro OCHOBHbIE
CTPYKTYPBHI.

OlieHKa «XOpPOLIO) -
JITOPUTM pa3zpaboTaH,
odopMmJieH B
COOTBETCTBHH CO
CTaHJIapTaMHU U
COOTBETCTBYET 3aJJaHHIO,
MOSICHEHBI €r0 OCHOBHbIE
CTPYKTYPBHI.

OneHka
«Y/I0OBJIETBOPHUTEIBHO)
- aNropuT™ pa3padoTaH u
COOTBETCTBYET 33JIaHHIO.

Dk3ameH/3a4er B hopme
co0Oece0BaHus:
HPaKTHYECKOE 3aaHHe TI0
IIOCTPOCHHIO AJITOPUTMA B
COOTBCTCTBUH C
TEXHUYECKHUM 3a]]aHHEeM

3amura OT4ETOB 110
NPaKTUYECKUM U
nabopaTtopHbIM paboTam




	РАБОЧАЯ ПРОГРАММА
	УЧЕБНОЙ ДИСЦИПЛИНЫ
	МДК.03.02 Безопасность компьютерных систем
	Рабочая программа разработана на кафедре математического моделирования, компьютерных технологий и информационной безопасности
	Зав. кафедрой: О.Н. Масина

	2. СТРУКТУРА И СОДЕРЖАНИЕ УЧЕБНОЙ ДИСЦИПЛИНЫ
	2.2. Тематический план и содержание учебной дисциплины
	МДК.03.02. Безопасность компьютерных систем
	Содержание
	4
	2,3
	4
	2,3
	4
	2,3
	4
	2,3
	4
	2,3
	4
	2,3
	4
	2,3
	4
	2,3
	8
	2,3
	7
	2,3

	3. условия реализации программы дисциплины
	3.2. Информационное обеспечение обучения.
	
	Контроль и оценка результатов освоения дисциплины осуществляется препода­вателем в процессе проведения практических занятий и лабораторных работ, тестирования, а также выполнения обучающимися индивидуальных заданий, проектов, исследований.

