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b1.5.06 IIporpaMmMHoO-annapaTHble CPeACTBA 3alIUTHI HHPOPpMALIUHA

Hanpasaenue noaroroBku: /0.03.01 Ungopmayuonnas 6ezonacnocms
Hanpasaennocts (mpodunb): Opeanusayus u mexnono2us sauwumsl ungopmayuu (no
ompacnu unu 8 cghepe npogeccuoHanrbHoOU deamerbHOCmu)

KBanndukauus (crenenn): 6axanasp

®opma 00yueHUs: ouHas

HMHceTHTYT: MaTeMaTUKH, €CTECTBO3HAHUS U TEXHUKH
Kadenpa: matemaTnueckoro MoAeIupoBaHusl U KOMIIBIOTEPHBIX TEXHOJIOTUI

ouHasi popma OYHO-320YHAS 3a04yHas popma
dopma
Kype 3
CemecTtp 5
Jlekuu 18
JlabopaTopHble 3aHATHSA 18
IIpakTnyeckne (ceMMHAPCKHE) 3aHATHSA
Koncyabranumn 2
®opma(bl) MPOMEKYTOYHON aTTeCTALNU Jk3ameH - 0,3
KourtpoJsn 27
Hubie popmbl padoThl
CamocrosiTesibHast padoTa 78,7

Bcero uacos: 144
Tpynoemkoctb: 4  3a4eTHBIX €IMHHUIBI.

Pazpabotuuk(u) paboueil mporpamMmsl:
KaHouoam uzuko-mamemamuieckux Hayk, 0OueHm C.A. Pourynkun




|. OPTAHU3AIIMOHHO-METOJUYECKHA PA3IEJ
Henb u3yyeHuss AUCHUNIHHBI:

dbopmupoBaHrue 3HaHUI B 0OJACTU TEOPETUUYECKUX OCHOB HH(OpMaIMOHHOUN Oe3-
OMACHOCTH M HABBIKOB MPaKTUYECKOTO O00ECIeUeHUs MPOrpaMMHO-AMMNapaTHbIX CPEJICTB

JUIS 3aIIUTHl KHPOpMAITUH.

?.anatm N3YYCHUA THCIHUIIJIUHDBI.

— O3HAKOMJICHHUC CO CTaHdapTaMH, MCTOAWYCCKMMHU WM HOPMATHBHBIMH MaTcpHa-

JaMU, KOTOPBIE OMPEEISIOT MPOSKTUPOBAHNE U Pa3padOTKy 00BEKTOB MPOheCCHOHAIb-
HOH JI€ATEIIbHOCTH;

— HU3y4YeHHUE MOjieliei, METOJ0B U (hOpM OpTraHU3alMK Mpolecca pa3padboTKu 00b-

CKTOB HpO(i)eCCI/IOHaJII)HOﬁ ACATCIIBHOCTH,

— HM3y4YE€HHUE METOJOB U CPEACTB aHAIN3a U MOJEIUPOBaHUsI 00BEKTOB Mpodeccuo-

HaJILHOM ACATCIBbHOCTH U UX KOMIIOHCHTOB.

Mecto nucuuninnbl B ctpykrype OIIOII: peanusyercst B pamkax 0a30Boil 4acTu

osioka b1. Jluciuniauuel (MO1ymn).

HJIaHI/IpyeMl)Ie PE3YJIbTATHI oﬁyquml N0 JAUCHUIIJIUHE:

Kon
KOMIIeTeHIINH

I/IH)II/IKaTopr HOCTHIKCHUSA
KOMIIETCHIIMHU

I[lnanupyemble pe3y/bTaThbl 00yUeHUsI
10 JMCIHUINJIHHE

OIIK-7

3HaTh:

- OCHOBHBIC BUJIbBI M KiIaccH(pHUKa-
U0 UHOOPMAIMOHHBIX PeECyp-
COB OpraHu3alluu;

- MOJIEH yTpo3 UH(POpPMALIMOHHON
0€30MacHOCTH M HapyUIUTeNeH,
METOJMKU OIEHKH PUCKOB pealin-
3alMu yrpo3 mnpu (yHKIIMOHUPO-
BaHUU 00BEKTA 3alUTHI,

- IpUHIMIBI oOecrieueHus uHpop-
MAaIlMOHHOI 0€30ITaCHOCTH C II0-
MOIIbIO  MPOTPaMMHO-aMapar-
HBIX M TEXHUYECKHX CPEACTB 3a-
IIUTHl HHGOPMAIUY;

- TEPMUHOJIOTHIO, OCHOBHBIE PYKO-

BOJSIINE W PErJIaMEHTHUPYIOIIUE

JIOKYMEHTHI B 00J1acT HH(pOPMAITH-

OHHOI 0€30IMaCHOCTH.

3Haer:

- MPUHLHUIBI o0ecredeHus: nHHOPMaIMOH-
HOM 0€30MMaCHOCTH C MOMOIIBIO MPOTPaM-
MHO-aNMNapaTHbIX U TEXHUYECKUX CPEICTB
3aIUTHl HH()OPMAIUH.

YMmeTh:

- BBICTISITH U3 00X HH(OpMAIIH-
OHHBIX PECYPCOB MPEATPHUATHUS
nH(OPMAIIHIO, TOAIEKAIIYIO 3a-
IIUTE;

- CTPOUTH YaCTHBIE MOJEIU yrpo3
nH(popMalMOHHON 0e30MmacHOCTH
MPEeNNpUATHs, TNPUMEHSATh Ha

Ymeer:

- OIPEeeNSITh HEOOXOAUMBIN HHCTPYMEHTA-
puii, TpOrpaMMHO-aNNapaTHbIE U TEXHU-
YEeCKUE CPEACTBA 3aIIUThl HHPOPMAIIHH.




MPAKTUKE METOAMKH OI[CHKH PHUC-
KOB peajn3anuu yrpos rnpu GpyHk-
UOHUPOBAHUH OOBEKTA 3ALIHUTHI;
- ONpeeNaTh HeOoOXOIUMBIA HH-
CTPYMEHTapui, MPOrpaMMHO-aIl-
napaTHble U TEXHUYECKHE Cpell-
CTBa 3alIUTHI HH(OPMAIHH;
- pean30BBIBATH MOJUTHKY UHGOP-
MAIMOHHON 0€30MacHOCTH, IPUMeE-
HSTh HOPMAaTHUBHO-TIPABOBBIE AKTHI
U HOPMAaTUBHO-TIPABOBBIC JIOKY-
MeHTHI B o0nactu Ub.

Baanern:

- CIIOCOOHOCTBIO OIpEAesaTh HH-
(hopMaImoHHBIC PECYPCHI, TOIe-
JKalllye 3alluTe, yrpo3sl 6e3omac-
HOCTH WH(POPMALUU U BO3MOXK-
HbIe MMyTH UX peau3allid Ha OC-
HOBE aHaju3a CTPYKTYphl U CO-
JepKaHUs UH(OPMALIMOHHBIX
MpoLeccoB U 0coOeHHOCTEH
(GbyHKIIMOHUpOBaHMs 00BEKTa 3a-
ITUTHL:

- METOAMKAMHU MOCTPOCHHUS YacT-
HOM Mojenu yrpo3 umHpopmainu-
OHHOHM 0€30MacHOCTH MPEANpUs-
THS;

- HABBIKAMH YCTaHOBKH, HACTPOUKH
Y METOJaMHU, HHCTPYMEHTAMH Te-
CTHpPOBaHUS MPOTrpaMMHO-aIa-
pPaTHBIX M TEXHHUYECKUX CpPEICTB
3alIUThI HH(OPMAIIUH;

- pa3pabarbiBaTh NMPOEKTHl HOpMa-

TUBHBIX U OpraHU3allMOHHO-PACIO-

PSIUTENBHBIX JTOKYMEHTOB, perja-

MEHTHUPYIOIIMX paboTy IO 3aliuTe

Baaneer:

- HaBBIKAMHU yCTaHOBKH, HACTPOMKHU U METO-
JaMHi, UHCTPYMCHTAMH TCCTUPOBAHHUA IIPO-
IrPaMMHO-AIIIAPaTHBIX M TEXHUYECKUX
CPEJICTB 3alUThl THPOPMALUH.

MK-10

UHpOpMaLIUH.

3nare: 3naer:

- OCHOBHBIE OTEYECTBEHHbIE U | - COCTaB M KJACCU(UKALMIO 3aIUIAeMON
MEXIyHAapOAHbIE  HOPMAaTHBHO- | HH(OPMAIMU C TOMOIIBIO MPOTrPaMMHO-aI-
[IpaBOBLIE JOKYMEHTEHI, | MapaTHBIX CPEACTB;

TEXHUYECKUE CTaHIapThI U | - IPUHIUIEBI IIOCTPOSHHUA IpPOrpaMMHO-aIl-
cnenuduKamuy, — CBA3AHHBIE  C MapaTHBIX CPEACTB 3aLIUThl MHQOpPMAIHH;

obecrieyeHneM HMH(DOPMAITIOHHOMN
0e30MmacHOCTH;
- aHaM3 nH(GOPMALIMOHHOM Oe3omac-
HOCTU OOBEKTOB M CHUCTEM Ha COOT-
BETCTBUE TPEOOBAHUSM CTaHJAPTOB B
obnactu nHMOPMAITMOHHON Oe3omac-
HOCTH.

afnmnapaTHo-nmporpaMmMHbIC  CpCACTBA JUa-
THOCTHUKH CUCTEM 3alllUThI I/IH(i)OpMaHI/II/I.

YMmerh:

YMmeert:




- WCIONBb30BaTb  HOPMATUBHO- | - ONPEEIATH HAPABICHUS UCTIOIb30BAHUS
TIPaBOBBIC JOKYMEHTBI, | alapaTHOr0 W MPOrpaMMHOro obecreue-
TEXHUYECKUE CTaHJaPThI U | HUA ONpPEAETICHHOr0 Kilacca Ul peIIeHHi
Cl'IeLII/I(i)I/IKaI_[I/II/I, CBsA3aHHBIC C CJ'Iy>KC6HBIX 3aj/1ad4,
obecriedeHneM HMH(YOPMALMOHHOM | - BELIGHpPATh, CTPOMTH M AHATH3UPOBATH IO-
OcsomacHoCTH ~ Ha  OOBEKTAX | kasarey 3aLIMIEHHOCTH IPOrPaMMHO-AIl-
3allHTRI, NapaTHBIX CPEACTB 3aIIUTHl WH(POPMAINU;

- TIpOBOAHTD aHalns | ppyMeHsaTh COBPEMEHHBIE TPOrPaMMHO-aIl-
uH(popMaIOHHOH  Ge3onacHocTH HapaTHbIE CUCTEMBI 3aIUThl HH(OPMALIUH.
00BEKTOB u CUCTEM Ha
COOTBETCTBHE TpeOOoBaHUSIM
CTaH/IapTOB B obiacTu
nH(GOPMAITMOHHOM 0€301aCHOCTH.

Baanern: Baaneer:

- HaBbIKAMHU JOCTyIla U PabOTHI C | - HABBIKAMHU Pa3pabOTKU U HMCIIOIb30BAHHUS
HOPMaTHUBHO-TIPABOBLIC IIPOrpaMMHO-aIIIapaTHEIX CPEJACTB 3aAIUTEI
JOKYMEHTaMH, TEXHUYECKUMHU

nHpopmanuu.

CTaH/JapTaMy ¥ CHeHU(PUKALUSIMY,
CBSI3aHHBIMH ¢  oOecrieueHHeM
nH(POPMAITMOHHON  0e301acHOCTH
Ha KOHKPETHBIX 00BEKTaX 3alIHTHI;
- HaBBIKAMH TMPOBOJUTH AHAIIU3 HH-
dbopmarmoHHoOi 6e30macHOCTH 00b-
eKTOB M CHCTEM Ha COOTBETCTBHE
TpeOOBaHUAM CTAaHIAPTOB B 001aCTH
UH(pOpMaMOHHON 06€30aCHOCTH.

Il. COAEP’KAHUE U OB BbEM JUCHUIIJIMHbI

€ YKa3aHMEM KOJHMYEeCTBA YACOB, BbIICJECHHbIX HA KOHTAKTHYIO padoTy 00y4aoumuxcs
¢ mpemnoaasareseM (110 BUAAM Y4eOHbIX 3aHATHI) 1 HA CAMOCTOSAITEILHYI0 padoTy

Ounas popMma o0yueHus1

Ne HaumenoBanme pasiesion u Tem Bceero AyAuTOpHBIE 3aHATHS Cam.
4acoB JIK 113 Jb Pa6.
Pa3nes 1. «OCHOBHBIC IOHATHS M ONIPeeJICHUS» 22 4 4 14
1 | Tema 1. [Ipenmer u 0OBEKT 3aIIUTHl MHPOPMALUH. 10 2 2 6

O6bexT 3anmThl WHGopManuu. CaHKIIMOHUPOBAH-
HbIi M HECAHKIIMOHUPOBAHHBIA JIOCTYI. ba3oBbie
cBOiicTBa O6e30macHOCTH MH(popManuu. YTpossl 0e3-
ONACHOCTH M KaHAJIbl Peau3aluu yrpos.

2 | Tema 2. Knaccudukanus yrpo3 MH(GOpMAIMOHHON 12 2 2 8
6e3omacHocTH. OCHOBHBIE MPHUHIIUIBI 00eCTIeYeHuUs
uHpOpMaLMOHHOM 6e30nmacHocTu. LlenHocTh nHpOp-
Manuu. CTaHmapTel HHPOPMAIMOHHONW O€30macHo-
cti. Mertonbl obecrieueHust 6€30MacCHOCTH KOMITBIO-
TEPHBIX CHCTEM.

Pa3nen 2. « KoMIiekcHbIH NOAX0/ K MOCTPOCHUIO CH- 22 4 4 14
CTEM 3allUThI OT HAPYILICHUS CBOMCTB MHPOPMALUN»
3 | Tema 3. IlocTpoeHue cuCTEM 3aIUTHI OT YTPO3 HAPY- 22 4 4 14

HIeHUs] KOH(UAESHIMAIbHOCTH HH()OpPMAaLUHU, Hapy-
HIEHUs IEJIOCTHOCTH U HapYIIEHUS JOCTYITHOCTH

4




Pa3nen 3. «Mopaenn KOHTPOJIs KOH(PHAEHINATBHOCTH 16 2 2 12
U [eJIOCTHOCTH MH(opMaum»
4 | Tema 4. [TonsiTue nonuTuku 6e3onacHocTy. Moenu 16 2 2 12
KOHTPOJIsI KOH(PUIEHITMAIbHOCTH HH(OpMAIUH
Pasnen 4. «nenTudukanms u ayTeHTH(HPUKAIUS) 16 2 2 12
5 | Tema 5. IlaponbHas ayreHTudUKanus. AyreHTudu- 16 2 2 12
Kalusg Ha OCHOBE ceprudukaroB. lcmomp3oBaHue
ayTeHTU(ULUPYIOLUX YCTPOHCTB. buomerpuueckue
METOJIbI AYTCHTU(DHUKAIIH
Pa3nen 5. «KoHTposnb neaocTHoctu uHopmamuu. Io- 16 2 2 12
HSITHE )JIEKTPOHHOM MOAMUCH
6 | Tema 6. CepTudukarsl OTKPBITHIX KIFOYEH. Y 10CTO- 16 2 2 12
BEPAIOIIMN LEHTpP. TEeXHOJIOTHU 3JIEKTPOHHOU IOA-
NUCU Ha OcHOBe MOK. llonTBepkaeHue aoBepus
AJNIEKTPOHHOM NOANKCH. JlOBEpEHHBIE KOpPHEBBIE
yIocToBepsitolue neHTpol. ObecreueHue rpunie-
CKOM 3HAYNMOCTH
Pa3znen 6. «3ammra nandopMannu B KOMIbIOTEPHBIX 22,7 4 4 14,7
ceTsix. UndopmanmnonHas 6e30MacHOCTh B ONePaIOH-
HBIX CHCTEMax»
7 | Tema 7. OCHOBHBIE THUIBI CETEBBLIX aTaK U METObI 10 2 2 6
npotuBozaelictBud M. OOecnieueHue MHGOpMaLIU-
OHHOM 0€3011aCHOCTHU CETEH.
8 | Tema 8. IIpuMecHEHHE TEXHOJIOTUU MEXKCETEBBIX 12,7 2 2 8,7
9KpaHOB. YTPO3bl OE30MACHOCTH ONEPAMOHHON CH-
CTEMBI. AJIMUHUCTPATHBHBIC MEPHI 3aIIUTHI.
Koncynomayuu 2
Koumponw 27
IK3amen 0,3
Hmozo 3a 5 cemecmp 144 18 18 78,7
UToro 144 18 18 78,7

2.

OuHo-3204Has ¢popma 00yueHHs
HE peam3yercs

3aounas ¢popma o0yueHus
HE peanu3yercs

TunoBoii BApMAHT KOHTPOJILHOMH PadoTHI

1. KpaTko onuiute MOJEIb MOTEHIIUATIBHOTO HAPYIIUTEIIS.
OcHOBHBIE KaHAJIBI yTEUKU HHHOPMAIIHH.

5

Tekymias arrectaius IpOBOAUTCS B (POpME KOHTPOJIbHOU PabOTHI.

I11. OHUEHOYHBIE MATEPHUAJIBI JIJISI IPOBEJAEHUS TEKYIIENA U
HNPOMEXYTOYHOU ATTECTAIIUA OBYYAIOIIIUXCH 11O TUCIHUIIJIMHE




3. OxapaktepusyiTe CBONCTBA JOCTOBEPHOCTH M CBOCBPEMEHHOCTH WH(OpPMAITUH.

4. Tlpueaute kiaccuduKaiuio KoHPUACHIHAIbHOW nHpopManuu. Yem onpene-
JSIeTCS IEHHOCTh HHpopMaLvu?

5. Ilpenmer 3amuThl HHGOPMAIUU

6. Oxapakrepusyiite nH(OPMAIUIO U €€ CBONCTBA.

7. Onextponnsbiil fokymeHT (D). [Monstre D/1. Tumnbr /1.

8. Bunsl undopmaruu B KC. Madopmannonnsie noroku B KC. Tlonarue ucnomnuse-
MOT'O MOJYJISI.

9. VYa3BEUMOCTH KOMITBIOTEPHBIX cUCTeM. [loHSATHE mOCTyma, CyOBEKT M OOBEKT JI0-
CTyIa.

10. Tlonsartue necankuuonupoBanHoro poctymna (HC/I), kmacesr u Buast HCJI. Hecank-
LMOHHPOBAHHOE KONIMPOBaHUE Nporpamm kak ocoOsrii Bux HC/I.

11. TToHsiTHE 3IOYMBIILJIEHHUKA; 3JI0YMBIIUICHHUK B KpunTorpaduu v Ipu perieHUN
npo6iieM koMmIbtoTepHoii 6e3omacHocTH (KB).

12. TlonuTrka 6€30MacHOCTU B KOMITBIOTEPHBIX crcTeMax. OlleHKa 3alluIeHHOCTH.

13. Crioco6bI 3a1uThl KOHGUICHIIMATILHOCTH, IIEJIOCTHOCTH U focTynmHoCcTH B KC.

14. PykoBogsmiue JokyMeHThI ['ocTexkomuccuu 1o oreHke 3amuiiennocta ot HCJI.

15. Tlonsatue naeHTU(GUKAIMK TTOJIb30BaTeNs. 3a/1a4a UICHTU(UKAIIUY TTOJIb30BATEs.
[Tonsitue mpoTtokoina uaeHTudukanuu. JlokanbHas u ynajaeHHas uaeHTuukanus. Unentu-
bunupyromas uHopmarnus (MOHATHE, CIOCOOBI XpPaHEHHsI, CBSI3b C KIFOUEBBIMH CHCTE-
MaMHu).

16. OcnoBHble oaxobl k 3ammte gaHHbix o HCJI. [udposanme. Kortpomns mo-
cryna. Pasrpannuenue gocryna.

17. ®@aitn kak 00beKT nocTyna. OleHKa HaAS)KHOCTH CUCTEM OTPaHUYEHUS JOCTYIa —
CBEJICHHUE K 3a/1a4€ OIICHKU CTOMKOCTH.

18. Opranuzamus noctyna k ¢aitnam. Mepapxudeckuit qoctymn k Qaitnam. [lonstue
aTpuOyToB goctymna. Opranu3zanus goctymna K daiinam paznuaasix OC.

19. 3ammTa cereBoro (haiI0BOro pecypca Ha mpuMepax OpraHu3aly J0CTyma B pas-
nnunbix OC.

20. CnocoOs1 (uxcarnmu haktopoB goctymna. JKypHaybl 10CTyNa U KPUTEPUU UX WH-
(hOpMATHBHOCTH.

21. BeisiBieHHUE Cl1e10B HECAHKIIMOHUPOBAHHOTO JAOCTYyNA K (haiijaM, MeTO 1 MHUIIHN-
poBanHoro HC/I.

22. JIocTyIl TaHHBIX CO CTOPOHBI Tpoliecca (MOHATHE; OTIWYHS OT JOCTyIa CO CTO-
POHBI MOJIB30BATENIA).

23. Ilonsatue u npuMepsl CKphITOro goctymna. Haie:KHOCTh CUCTEM OTpaHuYeHUs J0-
cTyma.

24. 3amuTa MacCMBOB MH(POpMALIMK OT U3MeHeHus (MmuTo3amuTa). Kpunrorpaduue-
CKasl TTOCTAaHOBKA 3allIUThl OT U3MEHEHHUs JaHHBIX. [10aX0Abl K PEIICHUIO 3a/aud 3aIUThI
JAHHBIX OT U3MEHEHHUS.

25. 3amuTa OT Pa3pylIAOIIMX MPOTPAMMHBIX BO3JEHCTBUI. BuUpychl kak 0COOBIi
KJIACC Pa3pyIIAIOIIKUX MPOTPaMMHBIX BO3eiCTBII. HeoOxoaumblie 1 1OCTaTOYHBIC YCIOBHS
HEJIONYIICHUs pa3pylIalonero Bo3acucTBusA. [IoHATHME W30JMPOBAHHONW NPOTrPaMMHOU
Cpelbl.



26. IlocTpoenue mporpaMMHO-aIapaTHbIX KOMIUIEKCOB MK(POBAHUSI.

2. AnmapatHble ¥ IpOrpaMMHO-aNIapaTHble CPeICTBA KPUIITO3AIUTHI JaHHBIX. [lo-
CTPOCHHUE aNMapaTHbIX KOMIIOHEHT KPUITO3ALIUTHI JaHHBIX, crenuanuzupoBadHbie CBUC
KaK HOCUTEJIS aJITOPUTMA MK (POBAHUSL.

28. 3ammra anropuTMa MUQPPOBaHUSL; TPUHIUI YyBCTBUTEIBHON 00JIACTH ¥ TPUHLIUAI
IJIABHOTO KJIHOYA.

29. HeoOxouMble U JOCTaTOYHbIE (PYHKIIMU allapaTHOIO CPECTBA KPUIITO3AIUTHI.
[IpoekTrpoBaHre MOAYJIEH KpUNITONPEOOPAa30BaHMUI HA OCHOBE CUTHAJIBHBIX ITPOLIECCOB.

30. Knaccudukanus 3amumiaemMpix KoMrmoHeHT [I9BM: oTaykmaeMblie 1 HEOTIY K 1a-
eMble KOMITIOHEHTHI [IDBM.

31. Ilpouecc nauanmbpHOUM 3arpy3ku [IOBM, B3auMonelcTBHE ammapaTHOW U MpO-
rpaMMHOI 4dacteil. Mexanusmel pacmmpenust BIOS. IlpenMyiiectBa u HeTOCTaTKu Mpo-
IPaMMHBIX U annapaTHbIX CPECTB.

32. CnocoOblI 3a1uThl UHGOPMAaIMU Ha ChbeMHBIX Juckax. OpraHuzanus npo3payHoro
pexkrMa muppoBaHUsL.

33. Hane:XxHOCTh CpeACTB 3alUThl KOMIIOHEHT. [IoHsATHE BpeMEHHOH U rapaHTUPOBAH-
HOM HAJIE)KHOCTH.

34. HecaHKIIMOHMPOBAHHOE KOMHMpOBaHHWE Mporpamm. FOpuaudeckue acrekTbl He-
CaHKLIMOHMPOBAHHOT'O KONIMPOBaHUs NporpamM. HecaHKIIMOHMPOBaHHOE KOITMPOBAHUE MPO-
rpamm kak tun HCJI.

35. 3ammra nporpaMM OT HECAaHKIIMOHUPOBAHHOTO KOMMMPOBaHUs (00I1Iee OHATHE 3a-
IIUTHI OT KOMUPOBaHUs). Pa3HOBUIHOCTH 3a/1a4 3aIMTHI OT KOTUPOBAHUSI.

36. IIpusszka I10 k anmapaTHOMY OKPYXEHHUIO i (PH3NUYECKUM HOCUTEIISIM KaK eIHH-
CTBEHHOE CPEJICTBO 3aIIUThI OT Konmposanus [10.

37. IlpuBszka mporpamm kK TuOkuM MamHHBIM auckam (I'MJI). Ctpykrypa maHHBIX
Ha ['M/I. Yopasnenue kontposepom ['M/I.

38. CriocoObI co37aHMsI HEKOMMUPYEMBIX METOK. TOYHOE M3MEPEHHE XapaKTEePUCTUK
dbopMaTupoBaHus JOPOKKH. TEXHOIOTHS «CIIa0BIX OUTOBY.

39. ®uznyeckue METKU M TEXHOJIOTHS padOThI C HUMHU.

40. [TpuBsizka mporpamm K >k€CTKMM MarHUTHBIM uckam (ZKMJI). Ocobennoctu npu-
Bsi3ku K JKMJI. Buast metok Ha JKM/I. TIpuBsska kK mpoyuM KOMITIOHEHTaM IIITaTHOTO 000-
pynoanus [IDBM.

41. TlpuBs3ka K MOPTOBBIM KiItouaM. Mcroabp30BaHNEe JOMOIHUTENbHBIX IUIAT PaCIIn-
peHusi. MeToibl «BOASHBIX 3HAKOBY» U METOJIbI «OTIIEYATKOB MAJILLIEBY.

42. XpaHeHue KIo4er nHPpOopMaIiH.

43. CexpetHas uH(pOpMalvs, UCOIb3yeMasl ISl KOHTPOJIS JOCTyMa: KIOYM U Ta-
poJu.



[IpoMexyTouHas arTecTalysi 00y4JaroluXcs OCyIECTBIseTCs B (hopMe dK3aMeHa C uc-
[0JIb30BaHUEM CIIEYIOINX OLIEHOUYHBIX MaTEPUAJIOB: nepeyeHb 60NpPoCco8 K IK3AMEHY.

Bonpocel k 3xk3amMeHy
(5 cemecTp, ounasi popma 00yUeHH)

1. Jate onpenenenue noustus «Mudopmanrionnas 6e3onacHocTh». OCHOBHBIE Me-
TOJIOJIOTMYECKHE ¥ HOPMATUBHO-TIPABOBBIC TOKYMEHTHI 10 WH()OPMALMOHHON 0e30macHo-
CTH.

2. OCHOBHBIC TIOHSTHUS TIO 3aIUTE KOMIBIOTEPHBIX AaHHBIX. JocTym k nHpOpM™ma-
Y, CAHKIIMOHWPOBAHHBIN IOCTYI, HECAHKIIMOHHUPOBAHHBIN IOCTYI, KOH(HUICHIINAIb-
HOCTh JaHHBIX, CYOBEKT U O0BEKT MH(POPMAITMOHHBIX TEXHOJOTHUN, JOCTYITHOCTh KOMIIO-
HEHTa WM pecypca CUCTEMBI, yIrpo3a 0€30MacCHOCTH aBTOMATU3HPOBAHHON MH(OPMALIOH-
HOU cucrteme, yuiep0O Oe3omacHoctd, ysa3BuMocTh ACOMU, aTaka Ha KOMMBIOTEPHYIO CHU-
CTEMY, MOJUTHKA 0€30I1aCHOCTH.

3. OcHOBHBIE BBl YTPO3 O€30MACHOCTH KOMITBIOTEPHBIX CUCTEM, YTPO3bl HAPY-
HICHUS [EJOCTHOCTH MH(GOpMaIIK, YTpo3bl HapylieHus padborocrnocodonoctd ACOU u ot-
Ka3bl B padore.

4. CTpyKTypHBIE COCTABJISIONINE TUIIOTETUUECKOW Moienu HapymuTtens, [IpeaHa-
MEpEeHHbIE MOTEHIMAIbHbIE Yrpo3bl. Kiaccudukaius kaHalIOB HECAHKIIMOHMPOBAHHOTO
J0CTyIa.

5. Haubonee pacmpocTpaHeHHbIE CIOCOOBI HECAHKIIMOHUPOBAHHOIO JIOCTyIa B
KOMITBIOTEPHBIX TeXHONOrusaX. [lepexsar naposeii, Mackapaj, HE3aKOHHOE MCIOJIb30BAHKE
MIPUBWIIETHN, TaccuBHOE BTOpkeHNE B ACON, akTUBHOE BTOPKEHUE.

6. OcHOBHBIC TTOAXO/BI IJIs TAPUPOBAHUS U HEUTpATU3AIMHN YTPO3 HH()OPMAIHOH-
HOI1 Oe30macHOCTU: (pparMeHTapHbIN MOAXO0] U KOMIUIEKCHBINA MOAXO.

7. Tlonutuka 6e30macHOCTH. BUIIbI MOJUTHKN OE30MMaCHOCTH: M30HUpaTeIbHasl 1MO-
JTUTUKA 0€301aCHOCTH, MOJTHOMOYHAS MOJIMTHKA 0€30MacHOCTH.

8. DTambl TOCTPOSHUS CUCTEMBI 3aIUTH ABTOMATU3UPOBAHHBIX MH(GOPMAIIOHHBIX
cucteM. COCTaBIISAIONINE OTAEIIbHBIX ITAIOB.

9. OcHoBHBIE 337]a41 METOJIOB 3aIIUTHI HHGOPMAIIMHU B aBTOMATU3UPOBAHHBIX MH-
dbopmanoHHbIX cucteMax. [IpuHIunb cucteMsl 3anuThl nHGOopMmaiuu B ACOU.

10. Unentuduxaius u npoBepKa MOAITMHHOCTH JIEKTPOHHBIX TOKYMEHTOB U TIOJIb-
30Baresield KOMIIbIOTEPHBIX TEXHOJIOTHIA.

11. . Unentudukanus 1 MEXaHU3MbI IMOJTBEPIKICHUS TTOJJIMHHOCTH TI0JIb30BATEIIS.
B3anMHas npoBepKy MOAJIMHHOCTH MOJIb30BaTEIIEH.

12. Ilpouenypa «pyKOMOKaATHUS.

13. IIpoTokombl ayTeHTU(UKALUMN C HYJIEBOM Niepeaayeii 3HaHUM.

14. TlapannenvHas uaeHTU(UKAIMS C HYJIEBOUM Nepeiayeil 3HaHUM.

15. Cucrema uaentudukanuu [ nnnoy-Kynckyorepa.

16. YmpaBnenue kpuntorpapuyecKuMu KiitouaMu. [ 'eneparus u XxpaHeHUE KITI0YEH.

17. Uepapxus karoueit muppoBaHUs JaHHBIX B KOPTIOPATUBHBIX KOMITBIOTEPHBIX CH-
CTEMax.



18. Pacnpenenenue kito4eil B KOPIOPATUBHBIX KOMIIBIOTEPHBIX cUCTeMax. Mcmnonb-
30BaHME OJJHOTO WJIM HECKOJIbKUX LIEHTPOB pacnpeeneHun kitodeil. [Ipsamoii oomeH cean-
COBBIMH KJIIOYaMU MEXITYy CAHKIIMOHUPOBAHHBIMU MOJ30BATEIISIMH.

19. MexaHnu3m 3ampoca — OTBETa B CETEBBIX TEXHOJIOTUAX, MEXaHU3M OTMETKU BpE-
MEHHU.

20. Pacnpenenenue kiarouei ¢ yaactueM LleHTpa pacnpeneneHun Kirode.

21. TIpoToxoi AJisi CHMMETPUYHBIX KPUIITOCUCTEM C UCTIOJIb30BAHUEM OTMETKHU Bpe-
MEHHU.

22. Ilpotokoun /st aCHMMETPUYHBIX KPUIITOCUCTEM C MCIIOIb30BAHUEM CEPTH(HKA-
TOB OTKPBITHIX KIIIOUEH.

23. AAroput™ OTKpBITOrO pactpeaeneHus kiuouen Juddu-Xenmana.

24. Tlporokon SKIP ynpaBieHus KpUNITOKIIOYaMHU.

25. AyTteHTH(]UKAIM TOJI30BaTEIeH Kak OCHOBHOM KOMIIOHEHT MEXCETEBBIX IKpa-
HOB.

26. CxeMa 3alIuThl KOMIBIOTEPHBIX CETEBBIX TEXHOJOTUN HA OCHOBE MEXKCETEBBIX
HKPaHOB: (QUIBTPYIOIIUNA MapHIPyTU3ATOP, MEKCETEBOM KpaH Ha OCHOBE JBYIOPTOBOIO
IIJTF03a, MEKCETEBOM dKpaH Ha OCHOBE SKPaHUPOBAHHOTO ILII03a, SIKpaHUpPOBaHHAs MOJ-
CETh, MEKCETEBBIC SKPAHBI JIJI1 OpTaHU3aIMN BUPTYaJIbHBIX KOPIIOPATUBHBIX CETEH.

27. TlporpamMMHBIE METO/IbI 3aIIUTHI CETEBBIX TEXHOJIOTUH B Internet cTpykTypax.

28. 3amuTa JaHHBIX B JIEKTPOHHBIX MJIATEKHBIX CUCTEMAX.

29. [punHnuns! GyHKIIMOHUPOBAHUS SJICKTPOHHBIX TIATEKHBIX CUCTEM.

30. DneKkTpoHHBIE IUTACTUKOBBIE KapThl. [lacCMBHBIE M aKTUBHBIC TMJIACTUKOBBIC
KapThl. OCHOBHBIE TUITBI AKTHBHBIX MJIACTHUKOBBIX KapT: KapThI-CYETUMKU, KapPTHI C MMaMs-
TBIO, KAPThI C MUKPOIIPOILIECCOPOM, KapThl C KOHTAKTHBIM CUMTHIBAHHUEM, KapThl C HHIYK-
IIMOHHBIM CUNTBAHHUEM.

31. Ilepconanwubiii uaeHTHUGUKanoHHBINH HOMEp (PIN). O6ecnieuenue 6e30macHo-
CTH 3JIEKTpOHHO-TIaTexHoi cucteMbl POS (Point-0f-Sale), cxema (yHKIIMOHUpOBAHMS
POS.

32. Obecneuenue 6€30MaCHOCTH OAHKOMATOB B DJIECKTPOHHBIX IUIATEKHBIX CHCTE-
Max, cxema oOMeHa COOOIICHUSIMU MEXIy OaHKoMaToM U XocT-OBM 0aHka pou UaeHTH-
dbuKany U MmiIaTexe, cxema npoxoxkaeHus JaHHbX ¢ PIN kiameHTa Mexmy GaHKoMaToM,
0aHKOM-’KBaiiepoM 1 OAHKOM-IMHUTEHTOM.

33. VuuBepcanbHas mnatexxHas cucrema UEPS (Universal Electronic Payment
System), cocTaB U apXUTEKTypa IIaTEKHOW CUCTEMBI, paclpeiesIiCHUE KII0Uei U maposieH,
[IUKJT TJIATE)KHON TpaH3aKIIHH.

34. Toprosbie TepMHHAIIBI, (POPMUPOBAHUE CECCUOHHBIX KIIFOUEH, IMUCCUSL KapTO-
YeK, pa3rpaHuYeHHE OTBETCTBEHHOCTH MEXy OaHKaMHU-yJaCTHUKAMHU OOIIeH MIaTe)KHON
CUCTEMBI, JBOWHOE MHM(ppPOBAHUE 3aMHMCH O TPaH3aKIWHW HAa KIIOYax OaHKa-dKBaiiepa U
O0aHKa->MUTEHTA.

35. ObecneueHne 6€30MaCHOCTH JIEKTPOHHBIX TUIATEXKEH uepe3 ceTh Internet.

36. Amtopuzarus u mmdpoBanne GpuHaHCOBOM HH(POpMaIu B ceTu Internet.

37. Ilporokonsl mupposanus SSL (Secure Socket Layer) u SET (Secure Electronic
Transactions), ucrosbp30BaHNuEe CEPTUPHUKATOB.



38. OredecTBeHHbIE MPOTrpaMMHO-AINAPATHBIE CPEACTBA KPUNTOrpapuuecKoi 3a-
IIUTHl KOMITBIOTEPHBIX CHCTEM.

39. CpenactBa v CUCTEMBI YIPaBICHUS KOHTPOJIEM JOCTYIA B KOMIBIOTEPHBIX TEX-
HOJIOTHSIX.

40. OcHOBHBIE MOAXOMABl K 3alIUTE JTaHHBIX OT HECAHKIIMOHHUPOBAHHOIO JOCTYTIA.
[udposanue. Koutposas qocryna. Pasrpanndenus noctyna k daiaam.

41. 3amura nporpaMMHOro NpoAyKTa OT HECAHKIIMOHUPOBAHHOTO KOMTMPOBAHMUS.

42. HecaHKIMOHUPOBAHHOE KOMUpOBaHUE mporpamm kak tur HC/I.

43. HOpuandeckre acreKThl HECAaHKIIMOHUPOBAHHOTO KOMUPOBaHMsI mporpamMm. O6-
€€ MOHATHE 3aIUThl OT KOIIMPOBAHUS.

44. Pa3HOBHMIHOCTH 33Ja4 3allUTHI OT KonupoBaHus. [101X0abl K 3a1a4e 3a1UThI OT
KOITUPOBAHUS.

45. Ilpussska [1O k anmapaTHOMY OKpYXEHUIO U (PU3UUYECKUM HOCUTENSIM KaK €TUH-
CTBEHHOE CPEJICTBO 3aIUTHl OT KOIIMPOBAHMUS.

46. Ilpussizka k BHemHUM (Ho0aBisieMbiM) aniemeHTam [I19BM. [pussska k nopro-
BbIM KJTtouaM. VMcrosib3oBaHue AOMOHUTENBHBIX IIAT PACIIUPEHUS.

47. MeTobl «BOJSIHBIX 3HAKOB» M METOJIbI «OTIIEUYATKOB MAJIBLIEBY.

48. 3ammra NpOrpaMMHOrO MPOAYKTa OT U3YUEHHUS.

49. N3yuenue u 00paTHOE MPOECKTUPOBAHHUE MPOTPAMMHOI0 00ECIICUEHHUSI: TIOHSATHE
U3y4EHUs U 00paTHOrO MPOEKTUPOBAHUS IPOTPAMMHOTO 00€CIIEUEeHHUs, CIIOCOOBI U3YUECHHUS
MporpaMMHOT0 oOecredeHusi (CTaTUYECKOE U JUHAMHYECKOE HW3Y4Y€HHE), BpEMEHHas
HaJIe’)KHOCTh (HEBO3MOKHOCTh 00€CTICUeHUsI TapaHTUPOBAHHOM HAJIEKHOCTH).

50. 3amaym 3amUTHI MPOTPAMMHOTO MPOIYKTA OT U3YUEHHUS M CIOCOOBI MX PEIICHHIA:
3allKTa OT OTJIAJKH, TMHAMUYECKOE MpeoOpa3oBaHue KOJa,

51. HrepatuBHbIi IporpaMMHbIi 3aMoK A. JlonruHa

52. [lpuHIHN JOBYIIEK W MPUHIIAI U30BITOYHOTO KO/, 3aIIUTa OT AU3aCCEeMOIHPO-
BaHUs, PUHIUIT BHEITHEN 3arpy3ku (ailioB, quHaMudecKkas MOAupUKAIUS TPOrpaMMBl,
3aIUTa OT TPACCUPOBKHU I10 MPEPHIBAHUSM.

53. AcCHexThl 3allUThl OT MCCIEIOBAHUS: CIIOCOOBI aCCOIMAaHUPOBAHUS 3AIIUTHI U
IPOrpaMMHOT0 0OecTIeueHUs], OLIEHKA Ha/IeXKHOCTHU 3alIUThl OT OTIAJKH.

54. 3amuTa OT pa3pylalmuX IPOrPAMMHBIX BO3JCHCTBUM.

55. Bupychl kak 0cOOBIH KJacc pa3pyliaronux NporpaMMHbBIX Bo3aeicTBuii. Heoo-
XOJMMBIE U IOCTATOYHbIE YCIOBHSI HEJIOMYIICHUS pa3pyLIatoiero BO31eHCTBUSI.

56. TloHsTHE H30JUPOBAHHON MPOTPAMMHOMN CPEIIBI.

IV. IEPEYEHD JIUTEPATYPbI, HEOBXOJUMOM JJIsI OCBOEHUS
JUCLHUATIIMHBI

4.1. OcHOBHAasI JJUTEpPaTypa
1. TlporpammHo-anmapaTHble CpencTBa 3ammThl uHPOpManuu : ydeOHOe mocobue /
JI.X. Mudtaxosa, A.P. Kacumona, B.H. Kpacunsaukos u nip. — Cankt-IletepOypr : U1]
"Unarepmenus", 2018. — 408 c. : cxem., Taba. — Pexxum mgocTyma: 1Mo IMOJIUCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=481123 (nara oOparieHus:
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01.09.2020). — bubmuorp.: c. 404-405. — ISBN 978-5-4383-0157-8. — TekcT : 371€KTpOH-
HBIH.
4.2. lonoJHUTEIbHAS JIUTEPATYpPa

1. Ipokymies, S.E. I[IporpammHo-anmapaTHbie CpeCTBa 3aUTHI HHPOPMALIUU : yueOHOe
nocobue / A.E. IlpokymeB. — Cankt-Iletepoypr : UL "Untepmenus", 2017. — 168 c. :
CXEM., TaoJI. — Pexum JOCTYTIA: 1o MIOJITTHCKE. —
URL.: https://biblioclub.ru/index.php?page=book&id=481158 (nara oOpareHus:
01.09.2020). — bubmwmorp.: c. 154. — ISBN 978-5-4383-0147-9. — TekcT : 31eKTpOHHBII

2. IlporpamMmMHO-anmapaTHbBIE CPEICTBA 3aMUTH HHPOPMAIMOHHBIX CUCTEM : YIeOHOE T0-
cooue / FO.IO. I'pomos, O.I'. UBanoBa, K.B. Ctapony6oB, A.A. KaasikoB ; TamM0O0B-
CKHI TOCYAapCTBEHHBIA TEXHUYECKUI yHUBEepcuTeT. — Tam0O0B : TamO0BCKuUii rocynap-
cTBeHHBIN TexHnueckut yuusepcutet (TI'TY), 2017. — 194 c. : un. — Pexum nocryna:
mo moxmucke. — URL: https://biblioclub.ru/index.php?page=book&id=499013 (mata
obpamenus: 01.09.2020). — bubnwuorp.: ¢. 190. — ISBN 978-5-8265-1737-6. — Tekcr :

BJICKTPOHHBIM.

V. IEPEYEHb PECYPCOB HH®OPMAIIMOHHO-TEJIEKOMMYHUKAIIN-
OHHOU CETU «<MHTEPHET», HEOBXOJAMUMBbIX /IUIA OCBOEHUA TN CIIU-

ITJINHBI
Ne Ccblika Ha HaunmenoBanue pa3padoTku
nn " . JocTrynHocTh
HH(OpPMaLIMOHHBII pecypc B JJIeKTPOHHOH (hopme
1. http://edu.ru/ Poccuiickoe oopa3oBa-
Hue: OegepaibHbIii CBoOOAHBIN TOCTYIT

nopraJj. Bkirovyaer

CCbUIKM Ha MOpTajlbl H
caifTel 0Opa3oBaTeNbHbIX
YUpEKIAEHUM; rocyuap-
CTBEHHbIE 00pa3zoBaTesb-
HBIE€ CTaHIAPTHI;, HOpMa-
TUBHBIE JOKYMEHTBI; Ka-
TaJor AKCKypcui u o0y-
YaIOIIKX IPOTrpamM.

http://citforum.ru/database/osbd/contents.shtml | MudopmannonHo-ananu-
2. THYECKHE MaTEpHaIbI CBoOOHBIH JOCTYI

V1. COBPEMEHHBIE IPO®ECCHUOHAJIBHBIE BA3bI TAHHBIX
N UTHOOPMAILIMOHHBIE CITPABOYHBIE CUCTEMbI

Perucrpanus uepes Jro-
00l YHUBEpCUTETCKUI

DNeKTpOHHO-OUOIHOTEUHAS
KOMIIBIOTED.

. cucrema (ObC o
1. | http://www.biblioclub.ru ( ) B nanpueiimem npeno-
VYHuBepcurerckas OndInoTeKa OH-
A CTaBJISIETCS] HEOTPAHUYCH-

HBIM MHJUBULYAJIbHBIN
JIOCTYTI U3 JII0OON TOUKH,
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B KOTOPOU MMeEETCs J10-
CTyIl K ceTu MHTEpHET

Www.garant.ru o o
NudopmannonHo-npaBoBoit noptan | CBOOOIHBIN J0CTYM

Poccuiickuit nHGOPMAITMOHHBIN TTOP-
3. | www.elibrary.ru TaJl B 00JIACTH HAyKH, TEXHOJOTHH, CBOOOIHBIN JOCTYIT
MEIMIIMHBI U 00pa3oBaHUs
Poccuiickas koMnblOTEpHAs clipa-
BOYHO-IIPABOBAs CHCTEMA

4. | www.consultant.ru

CB0OOIHBIH JOCTY

Vil. JUIEH3UOHHOE U CBOBOJHO PACITPOCTPAHAEMOE
ITPOTPAMMHOE OBECIIEYEHHE

[Ipu peanuzannu yyeOHOU AUCIUIUIMHBI TPUMEHSETCS CIEAYIOIIee JUIEH3UOHHOE U CBO-
00JIHO pacIpoCTpaHsIEMOE TPOTPAMMHOE 00ECIICUCHHUE:

- Microsoft Windows;

- Microsoft Office;

- Libre Office u ap.

Viil. OBOPYJAOBAHUE U TEXHUYECKHUE CPEACTBA OBYYEHMUSI,
HEOBXO/MUMBIE 1A OCYIMECTBJIEHUA OBPA3OBATEJIBHOI'O
INPOLHECCA IO INCIUIIVIMHE

VYyeOHbIe 3aHATHS IPOBOJSTCS B Ay AUTOPHUAX, YKOMIUIEKTOBAHHBIX CHEIIHATIN3U-
pPOBaHHOM MeOENbI0, B TOM YUCJIE CTAIMOHAPHBIMU WIIA TIEPEHOCHBIMU TEXHUYECKUMU
cpencTBamMu 00ydeHus (IPOEKTOp, IKpaH, KOMIIBIOTEP/HOYTOYK).

JlabGopaTopHble 3aHATHSI, TPYNIIOBbIE U MHIWBUAYATbHBIE KOHCYJIbTAIIUU, TEKY-
mas ¥ IpoMeXKyTOYHas aTTECTAlMKU TTPOBOISITCS B CHEIIMATM3UPOBAHHBIX KOMITBIOTED-
HBIX KJ1accax. [lepeueHb OCHOBHOTO 000pYI0BaHMUsI: aBTOMAaTU3UPOBAHHBIEC paboyune Me-
CTa C KOMIIbIOTEpaMH, MPOrpaMMHOE obOecrieueHue oOIero u mpodeccroHaIbHOIO
Ha3HAYCHUSI.

CamocTosiTenbHas padoTa MPOBOAUTCS B KaOMHETaX, OCHAIIIEHHBIX KOMIIBIOTEP-
HON TEXHUKOU C BO3MOXHOCTBIO MOJKIIOUEHUs K ceTu «IHTepHeT» u obecneueHueM
JOCTYTIA B AJIEKTPOHHYIO HHPOPMALIMOHHO-00pa30BaTENbHYIO CPEly YHUBEPCUTETA.

[IpexycMOTpeHBI TOMEIIEHUS JIJIsl XpaHSHHS U MPOPUIAKTUYECKOTO O0CTYKUBAHMSI
y4eOHOTO 000pY/10BaHUS.
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