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PABOYAS ITPOI'PAMMA TUCIUAIIJIMHBI

b1.5.10 OcHoBBbI ynpaBjieHus1 HHPOPMAIHOHHOI 0€30NIACHOCTHIO

Hanpagsaenue noaroroBku: /0.03.01 Ungopmayuonnas bezonacnocms
Hanpagiaennocts (mpoduis): Opeanusayus u mexHono2us 3awumol uHgopmayuu (no

ompacau uu 8 cghepe npoPeccUoHaAIbHOU 0esimeabHOCMU)
KBanudpukanus (crenenb): daxkanasp

®opma 00yueHUs: ouHas

I/IHCTI/ITYTZ MaTECMAaTHKH, CCTCCTBO3HAHUA M TCXHUKHU

Ka([)ez{pa: MATEMATHUYCCKOT'O MOACIUPOBAHUA U KOMIIBIOTCPHBIX TEXHOJIOT UM

ouHasi popma

OYHO-3a04YHas

3a04Hasi popma

dbopma

Kype 3,4
Cemectp 6,7,8
Jlekuun 56
JlabopaTopHble 3aHATHS 56
I[IpakTH4eckne (ceMHHAPCKUE) 3aHATHS 20
Koncynabranumn 2

3ayer - 0,2
®opma(bl) MPOMEKYTOUHOI aTTecTanuu | Jk3ameH - 0,3

KIT-0,5
KonTpoJas 36
Hubie popmbl padoTh 1
CamocrosiTesbHass padora 403,8

Bcero uacoB: 576

Tpynoemkoctb: 16 3a4eTHBIX eJUHHIbI.

Pazpabotuuk(u) paboueil mporpamMmsl:

KaHOUuOam _huzuko-mamemamuiyeckux HayK, OOUeHm

C.A. Pouynkun




|. OPTAHM3AIIMOHHO-METOJUYECKHWH PA3EJI

Heab u3ydeHusi AUCHUNIHHBI:

MOJlyYeHHE HEOOXOJMMBIX 3HAaHUN O MPUHIMIIAX W METONAX, MHCTPYMEHTAIbHBIX
CpEIICTB, HOPMATUBHBIX JAOKYMEHTaxX PEryisiTopax, MO3BOJISIIONIMX YCHEIIHO YIPaBIsATh
UH(GOPMAIIMOHHON 0€30MaCHOCTHIO OPraHU3allMU B YCIOBUSIX aAKTUBHOTO HCIIOJIb30BAHUS
UH(OPMALIMOHHBIX TEXHOJIOTHUH.

3agaum u3yyeHust JMCUMILINHBI:

- O3HAKOMJICHHE CTYJCHTOB C TEPMHHOJOTHEH ympaBieHUS HHPOPMAIMOHHOU Oe3-
OIIACHOCTBIO;

- U3y4CHHE METONIOB U CPEACTB obecneueHust MHGOpMalMOHHON 0€30MacHOCTH;

- OCBOEHHUE HaBBIKOB (hopMHUpOBaHUA TpeOOBaHUW K cucteMe yrpasieHuss b koH-
KPETHOTO OOBEKTA.

Mecro mucnumiunbl B cTpykrype OIIOII: peanusyercs B pamkax 6a30BOi 4acTH
6soka b1. lucuuruinasl (Moynn).

Ilnanupyembie pe3yJabTaThl 00YYCHHUS 10 TUCHHILIMHE!
HJ'laHl/IpyeMI)Ie Pe3yJdbTaThbl

Kon HNuaukaTopsl 10CTHKEHHS] KOMIIETEHIIUH o0yueHust
KOMIeTeHIHH
10 THCHMIJIHHE
3HaTh: 3naer:
- CYIIHOCTh W TIOHSATHE WH(POPMAIMOHHOH | - METOABI U CPENICTBA YIPABICHUS
0€30I1aCHOCTH, XapaKTePUCTUKY €€ COCTaB- | WH(POPMAIMOHHON Oe3omacHo-
JSIFOIIMX, UCTOYHUKU YIpo3 M Mephl MO UX | CThIO, a TaKXK€ OCHOBHbIE MOJ-
NPEI0TBPAILICHHIO; XOIBl K pa3paboTKe, peanm3a-
- METOJIbl M CPE/CTBA yNpaBJIeHUS MHPOpPMaA- | IUHM, OHKCIUTyaTallMH, aHaJIu3y,
IIMOHHOW O€30MacHOCThIO, @ TaKXKE OCHOB- | CONPOBOXKICHHIO W COBEPIICH-
Hble TOAXOJbl K pa3paboTKe, peaqu3aliM, | CTBOBAHUIO CHCTEM YIPABICHUS
AKCIUTyaTalllH, aHAJIU3y, COIPOBOXKACHUIO U | HH(OpMalMOHHONW  0Oe30macHo-
COBEPILIEHCTBOBAHUIO CHCTEM YIPABJICHUS | CThIO OMPEIEIEHHOIO OObEKTA;
MH(POPMALIMOHHOM 0€30MacHOCTBhIO OIpee-
JIEHHOTO O0BEKTA;
- CYLIHOCTb npogeccuoHaTbHON
OK-5 IeATeIbHOCTH B oOiactu obOecrieueHust b

Juis  obecrieyeHHs]  3alUThl  UHTEPECOB
JUYIHOCTH, O0IIIECTBA U TOCYAApCTBA;

- COLMAJbHYI0 3HAYMMOCTh CBOEH Oymyiei
npodeccuu, 3akoHoaaTeNbeTBO PO B chepe
UH(POPMALIMOHHOM 0€30MacHOCTH.

YMmern:

- OIIGHWBATh 3alllMIIEHHOCTh HH(OPMAIHH,
KJIacCH(UIUPOBATh  OCHOBHBIE  YIPO3BI,
oOecrieunBaTh MH(POPMAIMOHHYIO Oe3omac-
HOCTh KOMITBIOTEPHBIX CHCTEM, MPHUMEHSIS
TUIIOBBIE TPOrPaMMHO-aINIapaTHble Cpe-
CTBA M CHCTEMBI 3alIUTHI HH(OPMAIIHH;

Ymeert:

- TNpPUHUMATh  YIpPaBIECHYECKUE
pemeHust B cdepe 3anuThl WH-
dopmannu;

- MOTHUBHPOBAHHO  BBITIOJHSATH
npoecCHOHANBHYIO  JeSTellb-
HOCTh B o0nactu oOecTiedeHmst
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- MPUHUMATh YIPABICHYECKUE PEUICHUS B
chepe 3amuThl HHGOPMAITUH;

- MOTHBHUPOBAHHO BBIMIOJIHATE TPOPECCHO-
HaJBHYIO JIEATEILHOCTh B o0nacTu obecrie-
yeHHsI HH(POPMAIIMOHHOM 0€30TaCHOCTH;

- NIPHUMEHATH COBPEMEHHYIO HOPMATHBHYIO
0a3y B oOyiactu HHPOPMAIIMOHHOM Oe30mac-
HOCTH M ceprudukanuu Poccuiickoit dene-
parum.

UHPOPMALIMOHHON  ©e30macHo-

CTH.

Baagern:

- podeCCHOHATBHON TEPMUHOJIOTHEW B 00-
JacTu  MHQOPMAIMOHHON  0e30MacHOCTH,
HABBIKAMU peAM3allMd MEPOTPUATUN T10
o0ecreyeHnI0 Ha MpEeANnpusiTUU (B OpraHu-
3alMK) JCATEIHPHOCTH B O0JIACTH 3alUTHI
nHpopmanuu;

- IpaBWJIaMH, METOJIaMH, CPEJICTBAMH, MTPOIIe-
IypamMu  yopaBiieHus — UHGOPMAalUOHHOU
0€30MaCHOCTBIO 00BEKTA;

- HaBBIKAMU TOTOBHOCTH M CIHOCOOHOCTH K
AKTUBHOM COCTS3aTEIbHON JEATEIbHOCTH B
YCIIOBUAX UH(}OPMaLIMOHHOTO
IPOTHBOOOPCTBA;

- HaBbIKaMU aHanu3a 3(PPEKTUBHOCTH MPO-
(dbeccuoHaBHOM ACSATENBHOCTU B 00JIacTH
obecrieueHuss HMHQPOPMAIIMOHHOK Oe3omac-
HOCTH.

Baangeer:

- TpaBUJAMH, METOIAMH, Cpe-
CTBaMH, TPOICAYPAMH YIIpaBIIe-
HUS MHQOpPMAIIMOHHON Oe3omac-
HOCTBIO 00BEKTA.

OIIK-7

3HaTh:

- OCHOBHBIE BH/JIbI U Kiaccudukaiuo uHpop-
MalMOHHBIX PECYPCOB OpraHU3AlINY;

- MOJENU yrpo3 MH(OpMalMOHHONW Oe3omac-
HOCTH W HapyluTesed, METOAMKH OLIEHKU
PUCKOB pealu3aluyd yYrpo3 npu (QyHKIHO-
HUPOBAHUU OOBEKTA 3AIIUTHI;

- IPUHIHINBI 0oOecTieueHrs] HHGOPMAITMOHHON
0€30IIaCHOCTH € MOMOIIBI0 HPOTPaMMHO-
anrmapaTHBIX ¥ TEXHUYECKUX CPEJCTB 3allH-
Thl HHGOPMALINH;

- TEPMUHOJIOTHIO, OCHOBHBIE PYKOBOJSIINE U

periIaMeHTHPYIOIUE JOKYMEHTbI B OOJIACTH

MH(OPMALIMOHHON 6€30MaCHOCTH.

3Haer:

- TEPMHUHOJIOTHIO, OCHOBHBIC PY-
KOBOJSIIIME U PEeriiaMeHTUPYIO-
e JOKYMEHThI B  00JacTu
yrpaBieHuss WHOOPMaMOHHON
0€30IaCHOCTH.

Ymern:

- BBLACIATH U3 O0IIMX MH(GOPMAIIMOHHBIX pe-
CYpCOB MpEaNpuATHS HH(POPMAIUIO, MOA-
JeKAILYIO 3allUTe;

- CTPOUTH YaCTHBIE MOJENU yrpo3 MHpopma-
IIMOHHOM  0€30MacHOCTH  MpPEeANpUsATHS,
IPUMEHSTHh HA NMPAKTUKE METOAUKU OLICHKU
PUCKOB pealu3aluyd yrpo3 npu (QyHKIHO-
HUPOBAHUU OOBEKTA 3AIIUTHI;

- OmpenensaTb HeoOXOIUMBIH HHCTPYMEHTa-

Ymeer:

- BBIOMpATh U aHAIM3UPOBATH MO-
Ka3aTelu KauecTBa U KPUTEpUU
OLICHKH CHCTEM U OTJAEIbHBIX
METOJIOB M CPEACTB 3allUThl UH-
dbopmanym, TONB30BATHCA CO-
BPEMEHHOMI Hay4yHO-
TEXHUUYECKON HH(popMaimeil mno
UCCIIelyeMbIM IIpobjemMaM U 3a-
JladyaM, a TaKkKe B XOJIe HayYHBIX
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puil, MporpaMMHO-aNnapaTHble U TEXHUYE-
CKH€ CPEJICTBA 3aIIUThI HHPOPMAIIHH;
- peaNM30BBIBATH MOJUTUKY HH(POPMAIMOH-
HOM 0€30MacHOCTH, TPUMEHATh HOPMATHUBHO-
MPaBOBbIC AKTHl U HOPMATUBHO-TIPABOBbBIE J0-
KyMeHTHI B obnactu Ub.

WCCIJICIOBAaHHM, BBISIBISITH YTPO-
3bl U KaHaJbl YTEYKU HH(pOpMa-
[[UU, TPUMEHATh Haumbosee G-
(EeKTUBHBIE METOJBI M CPEICTBA
IIPOrpaMMHO-ANIAapaTHON 3allu-
ThI H”HGOPMAIIHH;

KOHTPOJIUPOBaTh 3P PEKTUB-
HOCTh MEp 3allWThl, CO37aBaTh
HEOOXOUMBIC YCIIOBUS IS HC-
TI0JIb30BAHUS IPOrPaMMHO-
anmapaTHbIX CpPeACTB olecreye-
HUs UHPOPMAIMOHHON Oe3omac-
HOCTH COBPEMEHHBIX HH(pOpMa-
IIMOHHBIX TEXHOJIOTH,

Baaners:

- CIIOCOOHOCTBIO ONpeeNsTh HH(POPMAIOH-
HBIE Pecypchl, MoAJeKallue 3aluTe, yrpo-
3bl 0€30MacHOCTH MH(OpMAIMK U BO3MOXK-
HBIC MTyTH WX peAM3aliy Ha OCHOBE aHAJIH-
3a CTPYKTYpbl U coJepkaHus HH(OpMaIu-
OHHBIX TPOIECCOB U 0coOeHHOCTeH (yHK-
LUOHUPOBAHMSI OOBEKTA 3ALUTHI:

- METOAMKAMH TOCTPOCHUS YaCTHON MOJEIH
yrpo3  MH(POPMALMOHHOW  0E30macHOCTU
NPEINPUSTHS;

- HaBbIKAMU YCTaHOBKM, HACTPONKU U METO-
JlaMH, UHCTPYMEHTAMHU TECTUPOBAHUS TPO-
IPaMMHO-aMNapaTHbIX U TEXHUUYECKUX
CPEJCTB 3alUThl HHPOPMAIIIH;

- pa3pabaThIBaTh MPOEKThl HOPMATUBHBIX U

OpTaHU3aIMOHHO-PACTIOPSIUTENEHBIX  JIOKY-

MEHTOB, PErVIAMEHTHUPYIOUIMX paldoTy Mo 3a-

e HHGOpPMaIIIH.

Baapeer:

- HaBBIKaMH (OpPMaJILHOW IOCTa-
HOBKHU U pElIeHUs 3a7auu odec-
nedyeHus: nHpopMarmoHHou 6e3-
OITACHOCTH KOMITBIOTEPHBIX CH-
CTEM.

IIK-14

3HaTh:

- OCHOBHBIE MOHSTHS M METOABl B 00JaCTH
YIPABICHYECKON JIE€ATEIbHOCTH, IOPSIOK
BbIPa0OTKHM U pealn3aliy yIpaBIeHYECKUX
peLIeHu;

- COCTaB CHCTEMbI YIpaBJICHUS U TpeOOBaHUS
K €€ DJIEMEHTaM,;

- coJiep’KaHue U METOJAbl OpraHu3anuu pado-

Thl MaJIOTO KOJUJIEKTHBA UCIIOJHUTENEH B 00-

JIACTH 3aIlUThl HH()OPMALIUH.

3naer:
- perJiaMeHT HH(QOPMHPOBAHUS
IIEPCOHAJIa aBTOMATU3MPOBaHHOMU
CUCTEMBl O BBISBJICEHHBIX WHIIU-
JCHTaX.

Ymern:

- TPUMEHATH MOHATUHHO-KATETOPHUAIBHBIN
anmapar  [pH  OpraHu3allid  paboThI
PEPUITHS,

- OCYLIECTBIIATH IUIAHUPOBAaHKE u
OpraHU3aIHIo paboThl pabouero
KOJJIEKTUBA npu BBITNIOJTHEHUH

IIOCTABJICHHBIX 3aJa4,

Ymeer:

- pa3pabaThIBaTh, PEATM30BHIBATH,
OIICHUBATh U KOPPEKTHUPOBATH
MIPOIIECCHI yIpaBICHUS
UH(POPMALIMOHHOM
0€301aCHOCTHIO.




- pa3pabaTbIBaTh, peaJn30BbIBATh, OLICHUBATH
U KOPPEKTHUPOBATh MPOLECCHl YHPABICHUS
UH(OPMALIMOHHOM O€30MaCHOCTBIO.

Baagern:

- HaBBIKAMH 000CHOBAHUS, BEIOODA,
peanu3ali M  KOHTPOJS  PE3YJIbTATOB
YIPaBJICHYECKOTO PEIICHUS;

- CTaHAAPTHBIM HHCTPYMEHTAPHEM JUIS IIPO-

BEJICHUS OIICHKH YPOBHS 3alllUIIEHHOCTH WH-

(bOopMaIMOHHO- TEIIEKOMMYHHKAIIMOHHBIX CH-

Baangeer:
- HaABBIKaMH yCTpaHeHI/ISI HNHIIU-

JICHTOB, BO3HUKIIMX B Mpolecce
JKCIUTyaTallid aBTOMATU3UPOBAH-
HOU CHUCTEMBEI

cTeM ¥ 00beKTOB HH(OpMATHU3ALINY.

Il. COAEP’KAHUE U OB BbEM JUCIHHUIIJIMHbI

C YKazaHuEM KoJINYeCTBa YaC0B, BLIACJICHHBIX HA KOHTAKTHYIO paﬁoTy oﬁyqamumxcn

Ounas popMa o0yueHHs1

¢ nmpenoaasaresieM (110 BUIaM Y4eOHBIX 3aHSITHI) M HA CAMOCTOATEIbHYI0 PadoTy

HaunmeHnoBaHnue pa3ieJioB U TEM

Bcero
4acoB

AyIuUTOpHBIE 3aH5-

THUA

JIK

| m3 | 7B

Cam.
Pao.

6 cemecmp

Paznen 1. «Teoperuueckue 0oCHOBbI HH(POPMALMOHHOM
0e30IMacHOCTI»

215,8

18

18

179,8

1

Tema 1. bazossie mousitug. OOmas cxema mpoiecca
obecrieuenus O6e3zomacHocTu. OOmas cxema mpoiecca
oOecnieueHuss 0OE30MACHOCTH. WNnentuduxanus,
ayTeHTU(UKAIKSI, YIIPaBICHHE JOCTYIIOM

72

6

6

60

Tema 2. 3amura oT HECAaHKIIMOHUPOBAHHOT'O JI0CTYIIA.
Monenu 6e3omacHoct. Mogens Xappucona—Py3o—
VYnbemana

Mogens bemna—Jlallagyna

72

60

Tema 3. PoneBag Moaeiip 0€30I1acCHOCTH
[Iporecc mocTpoeHUs U OIEHKH CUCTEMBI oOecreyde-
HUS 0€30I1aCHOCTH

71,8

59,8

3auem

0,2

Hmozo 3a 6 cemecmp

216

18

18

179,8

7 cemecmp

Pa3nea 2. «OcHoBbl Kpuntorpapuun. 3ammra nHpopMa-
LIMH B CeTAX»

178,3

20

20

20

118,3

4

Tema 4. OcHoBHble noHsATHs. Kinaccudukarus mud-
poB. Cummerpuunble mudpsl. Cxema Delicrens.

36

30

5

Tema 5. Hndp DES. lndp TOCT 28147-89. Iudp
Blowfish. Vmpasnenne kpunrorpaduuecKuMu KITO-
YaMH Il CAMMETPUYHBIX IU(POB

48

30

Tema 6. Acummerpuunbie muppsl. OCHOBHBIE MOHS-
tus. Pacnpenenenue ximtoueir no cxeme Jduddu—
Xennmana. Kpunrorpaguyeckas cucrema RSA
Kpuntorpadpuueckas cucrema Onp—[amans. Cos-
MECTHOE MCIIOIb30BAaHUE CUMMETPUYHBIX U ACUMMET-
PUYHBIX MIH(POB

48

30




7 | Tema 7. Xom-pynkuuu. Xom-pyskiuu 0e3 kmova. | 46,3 6 6 6 28,3
Anroputm SHA-14. Xsom-dyHkuun ¢ kiawodom. HH-
dpacTpykTypa OTKpBITHIX Kimroueil. Lludpossie cep-
TuuKaThel. [IpOTOKOIIBI 3aLUTHI

Kypcosoii npoexm 0,5
3auem 0,2
Hnvie chopmul pabomoi 1
Hmozo 3a 7 cemecmp 180 20 20 20 118,3
8 cemecmp
Pa3nea 3. «<AHaJaM3 U ynpaBjieHHe puckamMu B cepe uH- | 1417 18 18 105,7
GopManmoHHOH 0€30IACHOCTH»
8 | Tema 8. Benenue B mpoOieMy. YTpaBiIeHHE PUCKA- 45 6 4 35
MH. MoJiesib 6€301aCHOCTH C TTOJIHBIM MEPEKPBITHEM
9 | Tema 9. MeToauKu MOCTPOCHUSI CHCTEM 3aIlUTHl HH- 49 6 8 35

dopmaruu. MeTonuku U TpOrpaMMHBIE HPOAYKTHI
JUIsl OLICHKU PUCKOB

15 | Tema 10. BeiGop nmpoekTa CUCTEMBI OOECIICUCHUS UH- 477 6 6 35,7
dbopmarmonHo 6ezonacHocT. Mrposast Mmojens
KOH(JIMKTA «3aIIUTHUK-HAPYIIUTEIbY.

Koncynomayuu 2
Konmponw 36
IK3amen 0,3
Hmozo 3a 8 cemecmp 180 18 18 105,7
UTOr'0 576 56 | 20 | 56 | 4038

OuHo-3204Has popma 00yUeHUS HE peaiu3yeTcst
3aouHast popma o0yueHHsI He pean3yercs

I1l. OHEHOYHBIE MATEPHUAJIBI UISI TPOBEJEHUSI TEKYIIEA U
INPOMEXYTOUYHOU ATTECTAIINU OBYYAIOIINXCA ITO JMCIHHUTIJIMHE

Tekymias arrectamus TpoBOAUTCS B (hOpME KOHTPOJIBHOU PaOOTHI.
TunoBoii BApMAHT KOHTPOJIbHOM PadOTHI

. PazpaboTka Mojienu yrpo3 KOHKPETHOTO 0ObEKTa.

. Pazpabotka mozenu Hapymutesns b KOHKpeTHOro 00beKTa.

. Ouenka puckon Ub.

. Pa3paboTka KoprnopaTUBHON METOIMKHU aHAIN3a PUCKOB.

. Tunosslie nponecce! ynpasnenus Ub.

. Pa3paboTka momutuku 6e3omacaoctd b KOHKpeTHOTO 00BEKTA.

. Pa3paboTtka mana npoBenenus aynutra Ub koHkpeTHOr0 00BEKTA.

. Aynut coctostHUI HHGOPMAITMOHHON 6€30MacHOCTH.

. Yropasneane nHPOPMAIMOHHON 0€30MacHOCThIO Ha TOCYapCTBEHHOM ypoBHE: O0-
I[1€ TIPUHIIAITB U POCCUHCKAs TPAKTHKA.

O 0 1N DN B~ WK —



10. ITocTpoenue cuctemsl ynpasieHus: nHbopmarronnoi 6ezonacHoctsio (CYUD).
11. Pa3zpabotka nokymenranuu CYUB.

12. BHenpenue u conpoBoxaeHrne KoMIIeKCHbIX cucteM CYUD.

13. IToaneprkka pazpadoranHoit CYWD unu oTaeIbHBIX MTPOIIECCOB.

[IpomexxyTouHasi aTTecTanusi 0Oy4daroIMXCs OCYHIECTBISIETCS B (popMe 3auera, dK3a-
meHa, KII ¢ ucnosnb3zoBanueM cieAyromux OIEHOUYHBIX MAaTEPUAIIOB: nepeueHb 60NPOCO8 K
3auemy, skzameny, npumepnas memamuxa KII.

Bomnpocsl k 3aueTty
(6 cemecTp, ouHasi popma o0ydeHHs1)

[TonsiTue unpopmarmonHoi 6e3onacHocTH. OOBEKT 3AIUTHI HTHPOPMALIHH.
OCHOBHBIE COCTaBJISIIONINE UHPOPMAITMOHHON OE30MTaCHOCTH.

VYnpasnenue nHGOPMAIIMOHHON OE30MACHOCTHIO.

BakxHOCTB U CI0KHOCTH MPOoOIeMbl HH(HOPMAIIMOHHON 0€301MacHOCTH.
OcHoOBHBIE ompenereHusT U KpuTepud kiaaccupukanuu yrpo3. OCHOBHBIE YTPO3bI
JOCTYITHOCTH.

OcHoBHBIE YTpO3bl 1IENOCTHOCTH. OCHOBHBIE YTPO3bl KOHPUACHITUATHHOCTH.
Bpenurensckue nmporpaMmsl.

O6mas cxema mpoiiecca obecrieueHust 0€30MacHOCTH.

. Unentuduxanus, ayreHTUPUKALNS, YIPABICHUE TIOCTYIIOM.

10 3amuTa OT HECAaHKITMOHUPOBAHHOTO JTOCTYIIA.

11.Monenu 6e301acHOCTH.

12.Monens Xappucona—Py30—Ynemana.

13.Monens benna—Jlallamyna.

14.PoneBast Moieb O€30MaCHOCTH.

15.Tporecc MOCTPOCHUS U OIIEHKHA CHUCTEMBI 00ecIIeueH s OE€30IaCHOCTH.

16.Cranpapt ISO/IEC 15408.

ARl A

©ooNOo

Bomnpocsl k 3auery

(7 cemecTp, ouHasi popma o0yUeHUs!)
Ocnoguble nousatus. Kinaccudukanus mmdpos.
CummeTpuyHbIe MUDPHI.
Cxema Deicrens.
Mudp DES.
Mudp 'OCT 28147-89.
Mudp Blowfish.
VYrpasiaeHue KpunTorpadhudeCKUMH KITFOYaMH JIJIT CHMMETPUYHBIX I (POB.
AcHMMeETpUYHBIC UQPHI.
OcHOBHBIE MTOHSTHSI.
10 Pacnipenenenue knroueit mo cxeme Judbu—Xemmmana.
11.Kpunrorpaduueckas cuctema RSA.

CoNoaRrwLDE



12 . Kpunrorpaduueckas cucrema Dib—I amars.

13.CoBMecTHOE UCTIONIB30BaHUE CHMMETPUYHBIX 1 aCHMMETPUIHBIX ITU(PPOB.
14. Xs11-yHKIUY.

15.Xbm-pyHkiuu 6e3 Kiroya.

16.Anroputm SHA-14.

17.X511-pyHKIIUY ¢ KITFOYOM.

18.UudpactpykTypa OTKpBITHIX Kitouel. [ludpossie cepTrdUKaThI.
19.11poTokon 3amuThl 37aeKTpoHHOM nmoutsl S/MIME.
20.ITpotoxonsr SSL u TLS.

21.TTpotokonsl IPSec u pactipenenenue KItodei.

22.MexceTeBbie YKpaHHbl.

IIpumepHbIe TEMBbI KYPCOBOT'0 MPOEKTA
(7 cemecTp, ouHasi popmMa 0OyUeHHS)
Cucrema obecrnieueHust 3aIUThl MHOOpPMAIUU B IEPETOBOPHON KOMHATE
2. OCHOBHbIE HaIlpaBJICHUS, IPUHIUIBI U METOJIbI oOecreueHrss MHPOPMAIMOHHON Oe3-
OMaCHOCTHU
3. Opranuzanusi NPOTHUBOJECUCTBUS Yrpo3aM O€30MMaCHOCTH TNEpCcOoHaja OpraHu3aluy Ha
IpuUMepe ...
Opranuzanus 3aiuThl IEPCOHATBHBIX JAHHBIX B OpraHU3alluu
MoepHu3aius KOMILIEKCa AHTUBUPYCHBIN 3AILUTHI ...
O6ecneuenrie THGOPMAIIMOHHON OE30MACHOCTH B ...
KomrekcHpI MOIX0 K 00€CIICUeHNIO 3aIUThl KOH(DUICHIMATbHON HHpOpMAIUy B
KOMITAaHHUH ...
8. Konmenius monuTHKA OE30MaCHOCTH M CHUCTEM KOHTPOJSI JOCTyIa IS JIOKaJTbHBIX
BBIYHCIIUTEIBHBIX CETEH.
9. UndopmarnmonHasi 6€30MaCHOCTh MPEATPUITHSL. ..
10.Ucnonn3oBanue crangapta IEEE 802.1x Ha npez[npmmm JUISL 3aIATBI OT HECAHKIUO-
HUPOBAHHOTO JTOCTYIIa.
11.Buenpenue cucteMbl OOHAPYKEHUS BTOPKCHHM B ...
12.Bb100p TEXHOJIOTHUU MTPOCKTUPOBAHMS CUCTEM 3aIIUTHI MH(DOpMAIuu
13.3amura nHGOpMaIUK TPU UCTIOTH30BAHUH YJICKTPOHHON MTOYTHI.
14.3ammTa ot SQL aTak.

=

No ok

Bomnpocel k 3xk3aMeny
(8 cemecTp, ouHas popma 00yUeHUsI)

=

Ynpasienue puckamu. MoJienb 6€3011acHOCTH C ITOJTHBIM TIEPEKPBITHEM.

2. Ymupasnenue uHpopmanronnoi 6e3onacHocthio. Ctangaptel ISO/IEC 17799/27002 u
27001.

3. TOCT P UCO/MBK 17799:2005 «Undopmanmonnas Texnojorus. lIpaktudeckue

MpaBuja yrpaBieHus: HHOOPMAITMOHHONW O€30MaCHOCTHION.



4. TOCT P UCO/M3BK 27001-2006 «HMubopmanmonHast TexHonorus. MeToasl U cpe-
cTBa obecneueHus: OezonacHOocTH. CHUCTeMbl MEHEIKMEHTa HH(POpPMAlMOHHOW Oe3-
omnacHocTu. TpeOoBaHUsD.

MeToauku NOCTPOSHUSI CUCTEM 3alUThI UHPOPMAIIUH.

MeTtoauku U IporpaMMHbI€ TPOTYKTHI 1JIsi OIIEHKUA PUCKOB.

Mopguens Lifecycle Security.

Mopenbs MHOTOYPOBHEBOM 3AIUTHI.

9. Meroauka ynpaBieHHs pUCKaMu, pejiaraeMas.

10.Matikpocodr.

11.Metonuka CRAMM.

12.Metonuka FRAP.

13.Metonuka OCTAVE.

14 Metonuka RiskWatch.

15.TIpoBeieHue OIIEHKN PUCKOB B COOTBETCTBUM C METOAMKON Maiikpocodr.

16.AHanu3 CymecTBYIONINX MOAXO0B.

17.Bb160op mpoekTa cuCTeMbl 0OecTieueHrust HHPOPMAaIIMOHHOM 0€30MMacHOCTH.

18.UrpoBast Mojieb KOHGINKTA «3aIUTHUK-HAPYIIUTEIb.

NGO

IV. IEPEYEHD JJUTEPATYPBI, HEOBXOJIUMOW JIUISI OCBOEHMS
TV CHUTLIAHBI

4.1. OcHoBHasI JJUTEpaTypa

1. Iwunos, A.K. Ynpasinenue nH)OpMaMOHHONW 0€30MaCHOCTBIO : y4eOHOE IO-
cooue / A.K. [llnunoB ; MUHUCTEPCTBO HAyKW U BhIciiero oopazoBanusi PO, FOxHbii de-
JepalibHbI yHUBEpPCUTET, MHCTUTYT KOMIBIOTEPHBIX TEXHOJOTMH U UH(OPMAIMOHHOU
o6e3zonacHoctH. — Pocto-Ha-Jlony ; Taranpor : HOxHblil (enepaibHbIi YHHUBEPCHUTET,
2018. - 121 c¢. : wmnm. — PexuM  JocTyma: 1O TMOJNHCKE.  —
URL.: https://biblioclub.ru/index.php?page=book&id=500065 (nara oOpareHus:
01.09.2020). — Bubauorp.: ¢. 81-82. — ISBN 978-5-9275-2742-7. — TeKCT : SIEKTPOHHbI.

4.2. JIonoJIHUTEJIbHAS JINTEPATYyPA

2. Ao6nenos, A. CoBpeMEHHBIE CUCTEMBI YIIpaBJIeHUsI HHPOPMAIIMOHHOM Oe3omac-
HOCTBIO : yueOHoe nocodue : [16+] / A. A6aenos, I'. Iponosa, B. Tpymusn ; HoBocuOup-
CKHMI TOCyJapCTBEHHBIM TexHu4yeckuil yHuBepcuteT. — HoBocubupck : HoBocuOupckuii
rOCyJJapCTBEHHBIN TEXHUYECKUM yHHBepcuteT, 2017. — 48 c. : un. — Pexxum gocrymna: no
noanucke. — URL.: https://biblioclub.ru/index.php?page=book&id=574594 (nara obparie-
Hus: 01.09.2020). — bubmumorp.: c.43-44. — ISBN 978-5-7782-3236-5. — Tekcr : 271eKTpOH-
HBIU.

3. Hectepos, C.A. OcHoBBI HH(DOPMAITMOHHON OE30MACHOCTH : yueOHOe rmocodue
/ C.A. HectepoB ; Cankt-IleTepOyprckuii TocyaapCTBEHHBIN MOTUTEXHUYESCKUN YHUBEP-
cuter. — Cankr-IletepOypr : M3narensctBo [lonutexnuueckoro ynuepcutera, 2014, —
322 c. : cxeMm., Tabm., wmi1. — PexuMm JgocTyma: 1O  TOJIMCKE. —


https://biblioclub.ru/index.php?page=book&id=500065
https://biblioclub.ru/index.php?page=book&id=574594

URL.: https://biblioclub.ru/index.php?page=book&id=363040 (nmarta
01.09.2020). — ISBN 978-5-7422-4331-1. — TeKkcT : 3I€KTPOHHBII.

oOpaIleHus:

V. IEPEYEHb PECYPCOB HH®OPMALIMOHHO-
TEJEKOMMYHHMKAIIMOHHOM CETU «MHTEPHET», HEOBXOJNUMBIX
JUISI OCBOEHM S TUCIHATIIMHBI

Ne
nn

CchlIKa Ha
HHGOPMANIMOHHBII pecypc

HaumeHnoBaHnue pa3padoTku
B JJIeKTPOHHOM (opme

JocrynHocTh

http://edu.ru/

Poccuiickoe o0pa3oBa-
Hue: DenepajbHbIil
nopraJ. Bkiaouyaer
CCBUIKM Ha IHOpTaJbl U
caiiTel 00pa3oBaTENbHBIX
YUpEKIACHUM; rocyuap-
CTBEHHBIE oOpa3oBa-
TeJIbHbIE CTaHJAPTHI;
HOPMAaTUBHBIE JOKYMEH-
TBI; KaTaJIOT KCKYPCUM U
00y4JaroNIuX MPOrpamMm.

CBoOoaHbIi JOCTYyI

http://citforum.ru/database/osbd/contents.shtml

HNudopmannonno-
aHAJTMTUYECKHE MaTepH-
aJIbl

CBoOOIHBIH JOCTY

V1. COBPEMEHHBIE IPO®ECCHUOHAJIBHBIE BA3bI TAHHBIX
N UTHOOPMAILIMOHHBIE CITPABOYHBIE CUCTEMbI

http://www.biblioclub.ru cucrema (9bC)

J1arH

DNeKTPOHHO-ONOIMOTeYHAs

YHuBepcurerckas 6ubIuoTeKa oH-

Perucrpanus yepes Jro-
00l YHUBEpCUTETCKUI
KOMIIBIOTED.

B nansneiimem npeno-
CTaBJISIETCS HEOTPAaHUYECH-
HBIN MHJUBULYAJIbHBIN
JOCTYTI U3 JIF0OOM TOUKH,
B KOTOPOW UMEETCS J10-
cTyn K cetu MHTepHET

www.garant.ru

WHudopmannoHHO-IpaBoBOii nopra

CBo0oaHbIi nocTyn

Poccuiickuit nHGOpMaITMOHHBIN TTOP-
www.elibrary.ru TaJ B 00JIJACTH HAYKH, TEXHOJIOTHH,
MEIULMHBI 1 00pa30BaHus

CBoOOIHBIH J0CTYT

www.consultant.ru

Poccuiickas KOMITIBKOTCPHAA CIIpaBOY-
HO-IIpaBOBasg CUCTEMaA

CBoboaHbIi JoCTYyN

VIl. JUOEH3MOHHOE U CBOBO/HO PACITPOCTPAHSAEMOE
INPOI'PAMMHOE OBECIIEYEHHE
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https://biblioclub.ru/index.php?page=book&id=363040
http://edu.ru/
http://www.biblioclub.ru/
http://www.garant.ru/
http://www.elibrary.ru/
http://www.consultant.ru/

[Ipu peanuzannu y4eOHOM AUCHMILTUHBI MPUMEHSETCS CIeAyIoee JUIEH3NOHHOE U CBO-
00JIHO pacIpoCTpaHsIEeMOe IPOrPaMMHOE 00ECIICUCHHUE:

- Microsoft Windows;

- Microsoft Office;

- Libre Office u ap.

VIll. OBOPYIOBAHUE U TEXHUUECKHE CPEJCTBA OBYUEHMS,
HEOBXOJIMMBIE JJISI OCYIIECTBJIEHUS OBPA3OBATEJIBLHOIO
MPOLECCA MO JUCIHUATIMHE

Y4eOHbIe 3aHATUS MPOBOJATCS B ayJIUTOPHUSIX, YKOMIUICKTOBAHHBIX CIEIIHAIIH-
3UPOBAHHOI MeOEIbI0, B TOM YUCJIE CTAIIMOHAPHBIMU WJIU MEPEHOCHBIMU TEXHUYECKHU-
MU CpeicTBaMu 00y4deHHUsl (MPOEKTOP, SIKPaH, KOMITBIOTEP/HOYTOYK).

JlabGopaTopHble 3aHATHSI, TPYNIIOBbIC U UHJIMBUIYaJIbHbIE KOHCYJIbTAIlUU, TEKY-
1jasi ¥ IpoMEKyTOYHas aTTECTAllMKA TPOBOMSITCS B CHELIMATN3UPOBAHHBIX KOMIIBIOTED-
HBIX Kiaccax. [lepedeHb OCHOBHOrO OOOpYAOBaHUS: aBTOMATU3UPOBAHHBIE paboune
MecCTa ¢ KOMITbIOTEpaMH, POrpaMMHOE oOecriedeHre O0IIero U MpodecCHOHATBHOTO
Ha3HAYECHUSI.

CamocrosTenbHas padoTa MPOBOJUTCS B KAOMHETaX, OCHAILIEHHBIX KOMITbIOTEP-
HOM TEXHUKOU C BO3MOXHOCTBIO MOJKIIOUEHUs K ceTu «HTepHeT» u obecneueHueM
JIOCTYTa B AJIEKTPOHHYIO0 HH(POPMAIMOHHO-00pa30BaTEIbHYIO CPEly YHUBEPCUTETA.

[IpenycMOTpeHbl TOMELICHUS! I XpPaHEHUSI U MPOYUIAKTUYECKOTO OOCTYKHU-
BaHMS yueOHOro 000PYI0BAHMUS.
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